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Abstract | Fingerprint biometrics are one of the most common authentication mechanisms;
however, such systems are often compromised by presentation attacks that
are made by presentation-attack instruments. Most fingerprint-presentation-
attack-detection approaches show poor performance due to the large variations
in the presentation-attack instruments and the limited feature representation of
the input fingerprint. Therefore, this article proposes a hybrid model of shallow
and deep features with multiple representations of input fingerprints. To ob-
tain these shallow and deep features, we first enhanced the texture of the input
fingerprint through a novel median adaptive local binary pattern filter and an
existing binarized statistical image feature. After this, the input fingerprint im-
age and two textured enhanced images are concatenated along with the channel
dimension for multiple representations. Finally, an extended ResNeXt archi-
tecture with channel and spatial attention (EResNeXt) was used for relevant
feature extraction and presentation attack detection. EResNeXt was evaluated
in the LivDet-2015 and LivDet-2017 data sets, and ACEs (average classification
errors) were obtained at 0.94 and 0.49, respectively.
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1. Introduction

To recognize a human being, different biometric traits like one’s face, fingerprint,
voice, etc. are widely used. Among these biometrics, fingerprint-based biometric sys-
tems are cost-effective and widely used; however, fingerprint biometrics systems are
vulnerable to various forms of attacks [28]. In recent years, people without extensive
knowledge of biometric systems have successfully performed spoofing attacks (presen-
tation attacks) with fake fingerprints that have been created with different spoofing
materials [33] [34]. These spoofing materials are also known as presentation-attack
instruments (PAIs) [10]. Such types of fingerprint-presentation attacks make the ex-
isting fingerprint biometric system unreliable. To address these attacks on fingerprint
biometric systems, it is recommended to incorporate a fingerprint-presentation-attack-
detection (FPAD) module before the recognition system. FPAD-based solutions are
categorized into two categories; software-oriented (SW), and hardware-oriented (HW)
methods. SW-oriented methods are based on static features (such as image quality,
ridge structure [45], perspiration [20], and texture analysis [1]) or dynamic features
(such as finger pressure and the skin blanching of fingerprints) for presentation-attack
detection. Moreover, these SW-oriented approaches rely on either feature extraction
that is crafted manually or automatic feature extraction using deep-learning tech-
niques. Although HW-oriented methods use thermal imaging [16], optical coherence
tomography technology [22], infrared and short waves [35], and pulse oximeters are
used to detect artificial fingerprints [29] based on liveliness properties. These methods
are more complex to implement and integrate with the existing system and incur ad-
ditional costs, which limit their usefulness and applicability. In contrast, anti-spoofing
techniques that use software can distinguish between genuine and counterfeit finger-
prints by utilizing conventional image-processing methods. However, SW-oriented
FPAD methods face several issues, such as feature selection, generalization, and vul-
nerability to noise. Among these issues, generalizations due to novel PAls pose a sig-
nificant challenge. Since these techniques have poor generalizations due to the limited
representations of input fingerprints, a new hybrid PAD method has been proposed
in this article.

The major contributions of the proposed fingerprint-presentation-attack-
detection method are as follows:

e The proposed approach first improves the input image by using two distinct
texture descriptors: a novel median adaptive local binary pattern (MALBP)
descriptor, and the binarized statistical image features (BSIF) descriptor [8].
This enhancement process aims to improve the texture representation within the
image, thus avoiding conventional feature extraction from fingerprint data.

e We introduce a novel approach for representing an input fingerprint through mul-
tiple representations by converting the original image and its enhanced versions
into a three-channel image. This step significantly aids in extracting a wide range
of distinctive features from the input fingerprint.
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e We propose the integration of the residual block of ResNeXt [38] with channel
and spatial attention (also known as convolution block attention module [CBAM]
[36]) for vital feature extraction. The channel-attention component prioritizes
significant channels, while the spatial-attention component focuses on essential
regions.

o These refined features are then directed into a global average pooling layer, thus
facilitating their alignments with specific class categories. Following this, the
average features that correspond to each category are input into soft-max lay-
ers, producing likelihood estimates that underpin the final classification decision.

e Our experiment revealed that combining multiple representations of input fin-
gerprint enhanced the generalization performance. This improvement was par-
ticularly notable when these concatenated images along the channel dimension
were processed through ResNeXt with CBAM.

The rest of the article is organized as follows: in Section 2, the related works
are discussed; in Section 3, the detailed proposed method is presented; in Section 4,
the results and analysis of the proposed work are given; and finally, in Section 5, the
conclusion is discussed, along with potential future work.

2. Related work

In this research article, we focused on software-oriented approaches for FPAD. This
section presents a brief overview of the SW-oriented FPAD approaches.

2.1. Handcrafted feature-extraction-based methods

The majority of the techniques that are covered in this section use a two-step process
for FPAD. First, the fingerprint is enhanced for texture-related features; later, these
features are utilized as input to a machine-learning-based model to categorize them.
For instance, Nikam et al. [24] suggested a texture analysis for an FPAD challenge by
utilizing local binary pattern (LBP) and wavelet analysis. Ghiani et al. [7] combined
statistical analysis and textural analysis approaches for feature extraction. In order
to decrease the dimensionality of the feature space and increase the discriminative
capability of the retrieved features, they were binarized. The support-vector classi-
fier was then fed features that were binarized. For feature extraction, Jia et al. [12]
proposed a method that incorporated multi-scale analysis and texture analysis ap-
proaches. These properties were encrypted using the local ternary pattern (LTP)
operator. Galbally et al. [6] proposed a method that used wavelet transform to break
down a fingerprint image and LBP to extract the texture information. A method
for extracting an image’s histograms of invariant gradient (HolG) characteristics was
developed by Gottschlich et al. [9]; these features were used to train an SVM classifier
that distinguished between real and fake fingerprints. Principal-component analysis
(PCA) and multi-scale local phase quantization (LPQ) characteristics were employed
by Yuan et al. [42]. Jiang et al. [13] employed co-occurrence matrix (CM) character-
istics to detect phony fingerprints; additional methods included using features from



34 Atul Kumar Uttam, Rohit Agrawal, Anand Singh Jalal

HoG [41], the difference matrix with neighborhood gray-tone (NGTDM) [3], the We-
ber local binary descriptor (WLBD) [37], and an ensemble of adaptive LBP (LABP)
and uniform LBP (ULBP) with an SVM classifier [31] for FPAD. These methods
involved extracting an image’s texture or structural elements as features; after this,
a machine-learning classifier was taught to differentiate between real and false fin-
gerprints. A summary of all these methods is provided in Table 1. Most of the
handcrafted feature-extraction methods that were discussed above have limitations in
terms of their abilities to represent complex and diverse patterns in an input finger-
print; this could lead to a lack of generalization abilities across new PAls that have

not been used in the training process.

Table 1
Summary of handcrafted features for fingerprint-presentation-attack detection
Reference Feature Descriptor Data Set Performance
(ACE %)
Nikam et al. [24] Texture and wavelet method Custom data 2.59
using LBP set
Ghiani et al. [7] BSIF descriptor LivDet 2013 | Equal error
rate 7.22
Jia et al. [12] Local ternary pattern with LivDet 2011 9.77
multi-scale block (MBLTP)
Galbally et al. [6] Image quality-based LivDet 2009 8.23
Gottschlich et al. [9] HIG-based texture descriptor LivDet 2013 12.2
Jia et al. [11] MSLBP LivDet 2011 7AT
Yuan et al. [42] LPQ and PCA LivDet 2011 8.62
Jiang et al. [13] Co-occurrence Matrix LivDet 2009, 6.8, 10.98
LivDet 2011
Agrawal et al. [3] Neighborhood gray-tone LivDet 2011 3.25
difference matrix
Yuan et al. [41] Gamma-corrected HoG features | LivDet 2013 5.27
with SVM
Sharma et al. [31] Ensemble LABP and ULBP LivDet 2009, 4.23, 3.83,
with SVM LivDet 2011, 3.57
LivDet 2013
Xia et al. [37] WLBD LivDet 2011, | 5.96, 1.89,
LivDet 2013, 9.67
LivDet 2015

2.2. CNN-based methods

Several researchers have proposed CNN-based methods for fingerprint-presentation-
attack detection, thus eliminating the need for manual feature engineering. Nogueira
et al. [25] was the first to apply CNNs for this purpose; they also compared the per-
formance with LBP-based methods. Their results showed that CNNs outperformed
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LBP; later, they also used transfer learning with VGG16 and AlexNet for liveness de-
tection. Marasco et al. [21] applied CNN-based models such as CaffeNet, GoogLeNet,
and Siamese networks. Chugh et al. [5] extracted minutiae-centered patches from fin-
gerprints and used MobileNet-v1 for FPAD. Zhang et al. [47] presented a lightweight
CNN called SlimResCNN (which was based on the ResNet model). Yuan et al. [43]
proposed image-scale equalization to normalize input-fingerprint images to a consis-
tent scale for improving the performance of CNN; this helped reduce the impact of
image variability due to the differences in finger placements and pressures. The au-
thors of [46] proposed a compact CNN architecture called FLDNet, which consisted
of ten dense convolutional blocks with decreasing feature map sizes, followed by an
average pooling and a softmax-activation function for classification. Liu et al. [19]
proposed a global network and a local network; the global network processed the
entire fingerprint image in order to extract global features, while the local network
processed small image patches in order to extract local features. The concatenated
features of the two sub-networks were then passed to a fully connected layer for classi-
fication. Agarwal et al. [2] conducted a relative study between handcrafted and deep
features for PAD. The authors used transfer learning for deep features, while LBP
and HoG were used for handcrafted feature-based methods. The findings demon-
strated that the deep-learning-oriented FPAD methods generally outperformed the
handcrafted feature-based methods in terms of accuracy and resilience. An overview
of these CNN-based approaches is provided in Table 2, along with the data set.

Table 2
Summary of CNN-based methods for fingerprint-presentation-attack detection

Reference Method Pipeline Data set PterfCérén z(%)n)ce
Nogueira | CNN, PCA with CNN with PCA and LivDet 2009, 3.93,
et al. [25] | SVM SVM LivDet 2011, 6.45, 3.55
LivDet 2013
Marasco CNN CNN LivDet 2013 3.4
et al. [21]
Chugh MobileNet-v1 Patch extraction LivDet 2011, 1.67,
et al. [5] (centered around LivDet 2013, 0.25, 0.97
minutiae) with CNN LivDet 2015
Zhang SlimResCNN Ten-layer CNN with LivDet 2017 4.75
et al. [47] nine residual blocks
Yuan Image-scale Five-layer CNN with LivDet 2011, 6.45, 3.7
et al. [43] | equalization image-scale- LivDet 2013
equalization layer for
varying sizes of
fingerprints
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Table 2 cont.

Reference Method Pipeline Data set P?f(gén ;Zl)ce
Zhang FLDNet Five-layer residual — LivDet 2013, 0.7, 1.76
et al. [46] dense block is LivDet 2015

introduced
Liu Mobilenet-V3 Global local-based LivDet 2017 2.28
et al. [19] | base CNN rethinking module

with score-level fusion

Deep-learning-based methods offer significant performance quality, but they need
to be carefully fine-tuned for the FPAD task. These methods are also data-hungry,
and deeper models face the problem of saturation. CNN models are computationally
expensive and require pre-processing steps in order to achieve significant performance.
Studies have shown that the performances of these models drop considerably in un-
known PAT scenarios. In general, handcrafted feature-extraction approaches are more
interpretable than deep-feature-extraction techniques. Handcrafted features often
capture the distinctive qualities of the data, which can be used to understand under-
lying patterns and insights. In contrast, deep-feature-extraction algorithms develop
sophisticated representations in a data-driven manner to read features and compre-
hend underlying patterns. Li et al. [17] examined the effect of the background in deep-
learning-based FPAD methods and found that removing the background will signifi-
cantly improve the deep-learning-based FPAD method’s performance. Kaur et al. [15]
utilized local texture features such as scale, translation, and the rotation invariant for
fingerprint and iris PAD. Tang et al. [32] applied adversarial networks, style transfers,
and diffusion models to generate fingerprint images that enhanced the detection of
live fingerprints that were classified as fake.

2.3. Handcrafted-CNN-based hybrid methods

A few hybrid approaches that combine handcrafted features and deep features have
been suggested for FPAD by different authors in recent years. Hybrid approaches can
leverage the strengths of both methods and potentially overcome some of their limi-
tations. One approach that was used by [4] and [44] was to use handcrafted features
as input to a deep neural network, which could learn more-complex representations
based on the handcrafted features. These approaches have been shown to increase
the performance of FPAD — especially when the training data is limited. Another
approach by [30] used a pre-trained deep neural network and LBP with BSIF for
extracting deep and shallow features from an input-fingerprint image. The output
of these shallow- and deep-feature-based methods was then an ensemble for FPAD.
One major limitation of such methods is that these methods failed to learn more-
complex and -diverse features that are robust against different types of PAls; hence,
we have proposed a novel hybrid approach for FPAD in this research article. In our
FPAD method, multiple representations of fingerprints have been used as input to
the extended ResNeXt architecture.
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3. Proposed framework

The framework of the suggested method is represented in Figure 1, which is based on
a hybrid approach that has the advantage of shallow and deep features. The proposed
framework consists of two components: the texture enhancement of an input finger-
print, and feature extraction with classification. In the first component (i.e., the
texture enhancement), multiple representations of a fingerprint were used as input
to the ResNeXt-based CNN. The network can learn more-diverse and -complex fea-
tures that are resilient to various PAI types by employing multiple representations.
Additionally, we have proposed a median adaptive local binary pattern (MALBP)
to improve the input fingerprint’s texture. The first component produces two tex-
tured enhanced images: the first image was obtained by applying the novel MALBP
method to the input image, while the second image was obtained by enhancing the
texture of the input image by using the state-of-the-art binarized statistical image
filter (BSIF) method. Furthermore, these three images (i.e. the input images, the
MALBP-enhanced image, and the BSIF-enhanced image) were concatenated along
the channel dimension. The second component was utilized to extract the salient fea-
tures and classification. We extended the state-of-the-art ResNeXt [38] by combining
the attention module in the convolution block (CBAM) [36] for extracting the salient
features and classification. The concatenated image was further fed to the extended
ResNeXt network in order to classify live or fake fingerprints. The detailed workings
of these components are provided in the subsections below.
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Figure 1. Block diagram of proposed EResNeXt-CBAM for FPAD

3.1. Texture enhancement

In this component, two textured enhanced images are extracted using the proposed
MALBP and BSIF.
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3.1.1. Median Adaptive Local Binary Pattern (MALBP)

LBP [26] is the most widely used and a simple-yet-effective filter in computer-vision
applications for texture enhancement; it works by contrasting the pixel values of
the local neighborhood that surrounds each pixel with its core pixel. However, the
patterns that are extracted by LBP are affected by noise and illumination variations,
thus resulting in a loss of discriminating power.

Figure 2. Original fake fingerprint (002_6_0_Fake) LivDet 2015 image (left)
and MALBP enhanced image (right)

The proposed MALBP is an extension of LBP; this addresses these limitations. In
MALBP, we computed the binary pattern of a pixel by comparing the pixel values of
the 3 x 3 neighborhood around it with a robust median value instead of the central
pixel value (as in [26]) or mean value [30]. This makes the proposed MALBP less
sensitive to noise and illumination variations. Comparing the neighboring pixel values
with the median or mean value (LABP) [30] has the advantage of reducing the impacts
of outliers in the neighborhood as compared to the original LBP. Equations (1), (2),
and (3) are used to compute the MALBP code:

N-1
MALBPy g = > f(pe —pr)2* (1)
k=0
MT = median(pg, p.) (2)
1, ifd>MT
dy=4" 3
U {0, otherwise ®)

where p. and pj, are the intensity values of the core pixel, and the k™" pixel in radii R
and N is the number of pixels in a given neighborhood. To enhance the texture fea-
tures of the input fingerprint, we applied the MALBP texture descriptor by computing
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the MALBP code from Equations (1), (2), and (3). Then, we applied a sharpening
filter with a 3 x 3 kernel in order to enhance the contrast of the image. Finally,
the fingerprint was normalized to set the pixel values to within a range of (0, 255).
The overall effect of this process is given in Figure 2.

3.1.2. Binarized Statistical Image Features (BSIF)

BSIF [14] is a texture descriptor that encodes texture information (local) in an
image into a binary string.

The BSIF filter is robust to noise and illumination changes, which can be prob-
lematic for other methods. The BSIF filter is also computationally efficient, making
it suitable for real-time FPAD as shown by previous studies [7,8,30] and [18]. BSIF
linear filters are trained on natural image patches, allowing them to adapt to a wide
range of textures while reducing over-fitting. BSIF textured enhanced image I of size
h,w is obtained by using Equation (4):

Ry = Wi(h,w)I(h,w) = W/T, (4)
h,aw
1, if R;
B 1" if R; >0 (5)
0, otherwise

where W; is the linear filter of the same size. A binary image B of the same size as R
is computed by threshold R; at 0 using Equation (5). The sample input and output
of the BSIF filter are shown in Figure 3.

Figure 3. Original fake fingerprint (002_6_0_Fake) image (left)
and BSIF enhanced image (right)
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3.2. Feature extraction and classification

The processed multi-channel enhanced image from component one is fed to the ex-
tended ResNeXt with the convolution block attention module (CBAM) for salient
feature extraction and classification. The specifics of these are given in the sub-
sections below.

3.2.1. Extended ResNeXt with CBAM

In the proposed framework, we utilized ResNeXt [38] as a feature extractor as op-
posed to the other deep-learning-based methods (such as DenseNet [4,30], etc.). The
advantage of using the ResNeXt is that it can handle large amounts of data and
high-level features.

Also, ResNeXt uses a split-transform-merge strategy, thus enabling it to acquire
more-complex features and better capture variations in the data from multiple paths
(C = 32). ResNeXt also utilizes the grouped convolution that captures local features
in the input data. However, the topology of ResNeXt [38] is not designed for the FPAD
task, so it has been modified (as shown in Table 3). In the first layer, a smaller filter
size of 5 x 5 was used (originally 7 x 7), resulting in a smaller local receptive field; this
means that extended ResNeXt can capture more local details in a fingerprint image.

l 256-d in
‘ Convolution Block Attention Module (CBAM) |

(13,32 |1x1,32
¥ !

133,32 [3x3,32]

! |

| 1x1, 64 | ‘ 1x1, 64}

d

{ Convolution Block Attention Module (CBAM)
l 256-d out

Figure 4. Residual block of proposed EResNeXt-CBAM

Furthermore, the sizes of the successive layers have been reduced to achieve faster
computation and better feature representation (as shown in Table 3). This improves
network performance by decreasing over-fitting and increasing generalization. Fur-
thermore, ResNeXt has been extended by integrating the CBAM module in each
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residual block. The CBAM module consists of channel and spatial attention (CA
and SA) as two sub-modules that are applied sequentially. As presented in Figure 4,
the CBAM module has been applied after each residual block to refine the feature
maps and capture more of the fine-grained details of the fingerprint. CBAM discrim-
inates important features from others by adding a very small number of additional
parameters. The integration of CBAM to ResNeXt-50 significantly enhances its gen-
eralization performance over the new PAls that were not seen at training time, as it
focuses on only salient features. The proposed EResNeXt was inspired by ResNext-50.
Considering the convolution block attention module as a single layer, the proposed
model has 66 layers (Table 3. When presenting Conv 1 as the input layer, Conv 2 has
12 layers (including the max pool layer), Conv 3 has 16 layers, Conv 4 has 24 layers,
Conv 5 has 12 layers, and Conv 6 has the output layer).

Global average pooling is applied to the output of the last residual block. After
this, the feature vector is routed across two completely linked layers (FC), including
512 and 2 nodes, respectively. Using a soft-max activation function, the final layer
produces the probability distribution across the two classes (false or real fingerprints).
The complete topology of EResNeXt-CBAM is provided in Table 3. EResNeXt was
inspired by ResNeXt-50, which is a CNN model that utilizes cardinality and skip
connections.

Table 3
Layered architecture of proposed model

Stage Output Proposed EResNeXt-CBAM (32x4d)
convl | 112 x 112 5 X 5, 64, stride 2
3 X 3 max pool, stride 2
1x1,32
conv2 56 x 56 3 x3,32,C=32 <3
1x1,64
CBAM
1x1,64
3x3,64, C=32
conv3 28 x 28 Tx 1,128 x4
CBAM
1x 1,128
3 x 3,128, C =32
conv4 14x 14 T x 1,256 X6
CBAM
1 x 1,256
3 x 3, 256, C = 32
convd 7TxX 7 T x 1,512 X3
CBAM
global average pool
conv6 11 2-d fc, softmax
#parameters 121076
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Let X be the input feature map of the output of the model that can be calculated
by Equation (6):

s=a+ Y Si) (6)

where f; represents the transformation function, which is a convolution operation
followed by non-linearity.

3.2.2. Channel attention

Channel attention (CA) focuses on the most relevant channel features of a fingerprint
image while ignoring noise or irrelevant details. CA has been described as a mecha-
nism for selectively weighting CNN’s feature maps [36]. Given an input feature map X
that has a shape of channel (C), height (H), and width (W), the channel-attention
map(Cam) takes the shape of channel (C), 1, 1 and is calculated from Equation (7)
using averaged pooled features Fayg poot(X) and max pooled features Fiax poot(X):

Cam = 0 (M (Favg_poot (X)) + M (Fmax_pool (X))) (7)

where M is a multi-layer perceptron (MLP) with one hidden layer (described as M(z)
= wy(wp(z))), and wy and w; are the weight matrixes of sizes (C'/rxC') and (C'xC/r),
respectively. Using average pooling and max pooling procedures, CA integrates spa-
tial information from a feature map to produce two unique spatial context descriptors
(Favg_poot(X), and Fraz poor(X)). After this, these descriptors are sent across a shared
network that consists of a single multi-layer perceptron (MLP) with a hidden layer.
The sigmoid activation keeps the attention weights between 0 and 1 and can be in-
terpreted as a probability distribution over the channels. Furthermore, the output of
the channel attention is fed to the spatial attention.

3.2.3. Spatial attention block

The approach employs spatial attention to target particular areas of a fingerprint
picture that are prone to presentation attack artifacts, including irregular patterns
or textures. This limited method lowers the possibility of false positives from un-
related areas of the picture, which can assist in increasing detection accuracy. Fur-
thermore, spatial attention makes the model more robust to changes in fingerprint
image appearance, such as resolution, illumination, or angle alterations. The spatial
attention map (Sam) is calculated from Equation (8) using averaged pooled features
Fave pool(X) and max pooled features Frax poot(X) concatenated along with convo-
lution, using a typical convolution layer of 7 x 7. Given a channel refined input X
the spatial attention map Sam is calculated by Equation (8):

Sam = o (COV7><7 ([Favg,pool(X)§ Fmax,pool(X)])) (8)
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3.2.4. Channel and spatial attention (CBAM)

Given an input feature map X with a size of C' x H x W, Equations (7) and (8) com-
pute the Cam and Sam of sizes C' x 1 x 1and 1 x H x W, respectively. The Cam and
Sam are placed sequentially (as was suggested in [36]). The CBAM is used to calculate
the entire attention module, which is calculated using Equations (9) and (10):

Fy = Cam(X) ® X 9)

F11 = Sam(F1)®F1 (10)

4. Results and analysis

We performed comprehensive tests on the benchmark LivDet-2015 [23] and LivDet-
2017 [39] data sets to evaluate the proposed model (EResNeXt-CBAM). The data sets
that were used in this study (mentioned in Sections 4.1. and 4.2) gave the usual as-
sessment metrics for the EResNeXt-CBAM FPAD method’s performance evaluation.
Furthermore, the performance of the EResNeXt-CBAM in unknown PAIs is reported
in Section 4.3.

4.1. Experimental setup

The proposed EResNeXt-CBAM model was trained on an Nvidia GeForce GTX TI-
TAN X GPU with 128 GB RAM across 50 epochs. We chose to use the Adam opti-
mizer with a batch size of 32 and an initial learning rate of 0.0001. Table 3 provides
the specific architectural configuration.

4.2. Data sets

Table 4 provides information about the LivDet 2015 [23] and LivDet 2017 [39] data
sets. The training set in the LivDet 2015 data set contained about 4500 real finger-
prints and 4473 false fingerprints that were composed of Ecoflex, Latex, WoodGlue,
BodyDouble, Playdoh, and Gelatin PAIs. The test data set had some unknown PAIs
(LiquidEcoflex, RTV, OOMOO, and Gelatin) that were not involved in the train-
ing set. In the training set, the LivDet 2017 data set contained around 3000 live-
fingerprint images and 5100 false-fingerprint images from three scanners. The test
set included 5100 live-fingerprint images and more than 6000 false-fingerprint images.
The PATs that were used in the training (WoodGlue, Ecoflex, BodyDouble) and the
test set (Gelatin, Latex, LiquidEcoflex) in the LivDet 2017 data set were different,
making this data set ideal for evaluating the FPAD model for unknown PAIls or cross-
material performance.



44 Atul Kumar Uttam, Rohit Agrawal, Anand Singh Jalal

Table 4
Data set description
Data set Scanner Scan?a eJ.r Training set Test set
abbreviation
#Live | #Fake | #Live | #Fake
Images | Images | Images | Images
Green Bit GB_15 1000 1000 1000 1500
. Biometrika Bio_15 1000 1000 1000 1500
LivDet 2015 [23] 11 T Persona DP_15 1000 | 1000 1000 1500
Cross Match CM_15 1510 1473 1000 1448
Green Bit GB_17 1000 1200 1700 2040
LivDet 2017 [39] Orcanthus Or_17 1000 1200 1700 2040
Digital persona DP_17 999 1199 1700 2028

4.3. Performance-evaluation metrics

To provide an equitable comparison with the most advanced techniques, we employed
the average classification error (ACE) — a well-recognized assessment statistic that is
included in the ISO standard [10] for bio-metrics. A smaller ACE value is desirable.
Equation (11) was used to calculate the average rates of the false positives and false
negatives for the fingerprints:

sum of rate of misclassified live and fake fingerprints

ACE = 2

(11)

4.4, Performance evaluation

We evaluated the EResNeXt model using the data sets that are listed in Table 4
and compared the outcomes with the state-of-the-art findings to evaluate the model’s
effectiveness generalization.

4.4.1. Model tuning

We examined the performance of the suggested technique (both with and without
the texture-enhancement stage) to determine the impact of this step. Table 5 illus-
trates the effect, with the texture-enhancement method reducing the model’s overall
ACE score in the LivDet 2015 data set by more than two-fold. This clearly showed
that the texture-improvement phase that was presented in this study made use of
several representations of fingerprint images, allowing the network to learn more-
complex and -diverse features. We also assessed the performance of the baseline CNN
ResNeXt without the CBAM layer. Table 5 strongly illustrates that EResNeXt with
CBAM improved its performance — even with fewer parameters (as shown in Table 3).
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Table 5
Comparisons of proposed model with and without texture-enhancement step
that we proposed on LivDet 2015 [23] data set

Without texture With texture Without texture With texture
enhancement enhancement enhancement enhancement
Data set
EResNeXt-CBAM ResNeXt
ACE [%] ACE (%] ACE (%] ACE [%]
GB_15 4.794 1.41 15.2 9.23
Bio_15 2.4624 0.72 9.11 6.65
DP_15 5.55 1.5 11.23 7.06
CM_15 1.13 0.15 8.56 5.38
Average 3.48 0.945 11.02 7.08

4.4.2. Cross-material performance discussion

The cross-material scenario was a practical setting where the generalization perfor-
mance of the model was evaluated using unknown PAls. It is important to note
that the sensor did not change when the model was being tested and trained. The
performance of the model was assessed using the same process as in earlier stud-
ies [4,19,27,40]. In this scenario, the proposed model was evaluated using fingerprint
photos that were not used to train the model. In the LivDet 2015 data set’s Green
Bit Sensor, for example, the training data set was comprised of fingerprints created
from Ecoflex, Latex, Gelatin, and Wood Glue that were not tested (Liquid-eco-flex
and RTV). Tables 6 and 7 provide a full overview of the training and testing materials
that were used in the LivDet 2015 and LivDet 2017 data sets. When compared to the
findings of the FAPD methods [4,27], and [40], EResNeXt-CBAM outperformed most
of the methods in the LivDet 2015 data set. In all of the data sets from LivDet 2017,
EResNeXt-CBAM outperformed the FPAD methods [4,19], and [27].

Table 6
Comparative study in cross material scenario on LivDet 2015 data set [23]
Training Test EResNeXt-CBAM | Anusha Yuan Rai
Data set material material (ours) et al. [4] | et al. [40] | et al. [27]
ACE ACE ACE ACE
Ecoflex,
GB_15 Wood-Glue, |10 i Ecoflex, RTV 14 2.82 1.03 1.32
Gelatin,
Latex
Bio_15 0.7 2.57 0.8 3.23
DP_15 1.5 2.63 2 3.65
Body Double,
CM_15 Ecoflex, OOMOO, Gelatine 0.15 0.37 0.31 1.61
Playdoh
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Table 7
Comparative study on LivDet 2017 data set

Training Test EResNeXt Anusha Liu Rai
Data set material material CBAM (Our) | et al. [4] | et al. [34] | et al. [27]
ACE ACE ACE ACE
GB_17 Wood Glue, Latex, 0.5 0.68 1.92 4.06
Or_17 Ecoflex, and Gelatine, 0.28 0.03 1.67 6.19
DP_17 Body Double Liquid Ecoflex 0.7 0.71 3.25 4.6

EResNeXt-CBAM performed better than the majority of the state-of-the-art
techniques in the LivDet 2015 and LivDet 2017 data sets; this is demonstrated by the
bar graphs (Figures 5 and 6). Our approach also performed better in terms of ACE
on the majority of the data sets (GB_15, Bio_15, DP_15, CM_15) when compared to
the other techniques (Anusha et al. [4], Yuan et al. [40], and Rai et al. [27]).

The LivDet 2017 data sets showed similar tendencies, with the suggested tech-
nique routinely achieving lower ACE values (thus, suggesting higher performance).
In the cross-material scenarios, the proposed method outperformed the existing PAD
methods [4,27], and [40]. Figures 7 and 8 depict the ROC curves that indicated
the output quality of the proposed FPAD approach. The suggested technique had
a greater true positive rate (owing to the utilization of multiple representations of
the input fingerprint) as well as greater channel and spatial attention in the ResNeXt
base architecture.

mm Proposed Method
B Anusha et al. [36]
N Yuan et al. [44]
I Rai et al [43]

3.5

ACE %

w w T3] w
r‘l —.f Hl Hl
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Figure 5. Bar graph comparison of LivDet 2015 data sets using
suggested EResNeXt-CBAM technique with other FPAD methods
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Figure 6. Bar graph comparison of LivDet (2017) data sets using
suggested EResNeXt-CBAM technique with other FPAD methods
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Figure 7. ROC curve analysis on LivDet2015 data sets using

suggested EResNeXt-CBAM technique
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Figure 8. ROC curve analysis on LivDet2017 data sets using
suggested EResNeXt-CBAM technique

5. Conclusion

To enhance the generalization performance in cross-material scenarios, the proposed
EResNeXt-CBAM model first enhances the texture of an input fingerprint with the
proposed novel MALBP and BSIF filters.

Compared to LBP, the proposed MALBP texture descriptor is more resilient to
variations in illumination and noise, as it generates a binary pattern of a pixel by
contrasting the pixel values of its neighboring area with a stable median value instead
of using the value of the core pixel or mean value. These multiple representations
of an input image are then concatenated along the channel dimension for extracting
high-dimensional spatial features by passing them to the EResNeXt-CBAM model.
ResNeXt was used as base CNN, as it utilizes skip connections to avoid vanishing
gradient issues.

Furthermore, we extended ResNeXt with attention modules for identifying the
most significant discriminative features of FPAD. When tested on the benchmark
LivDet 2015 and LivDet 2017 data sets, the proposed model outperformed the previ-
ous state-of-the-art methods in terms of generalization performance. Future work may
include extending EResNeXt-CBAM for cross-sensor and cross-data set performance
to establish a data set-independent model.
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