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Abstract The trust measure is the confidence or reliability among users or peers, which

has been studied widely in online social networks. Most trust models are cur-

rently based on the concepts of interaction trust and reputation trust; however,

various forms of interactions and analyses of the interaction contexts have not

been considered fully for trust estimation. Moreover, the mechanism for com-

puting reputation trust based on propagation lacks a clear foundation and is

expensive in computation. The purpose of this paper is to present a family of

computational trust models (called TreeXTrust) to estimate the trust degree of

a user truster on another user trustee. Our model is a mathematical formulation

that is based on an aggregation of topic-aware experience trust with various

forms of interactions and topic-aware reputation trust with users’ similarity

and operators on path algebra in a graph. We conducted experiments to eval-

uate the impacts of interaction forms and users’ interests on experience trust

and the correlation of experience trust and reputation trust on overall trust

estimation. Our experimental results demonstrated the following: (i) interest

degrees influenced experience trust more than interaction ones did; (ii) a com-

munity’s evaluation of some trustee affected an overall trust estimation more

than a truster’s individual evaluation did. Our family of models outperformed

the state-of-the-art methods that have been presented in the literature and is

a framework for selecting and implementing a suitable model of computational

trust for our problem at hand.
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1. Introduction

In today’s technological landscape, distributed computational systems have evolved

from closed structures into dynamic frameworks with various autonomous compo-

nents. These systems include e-commerce platforms, recommender systems, multi-

agent systems [5, 13, 29, 33], and online social networks [4, 7, 8, 10, 15, 16, 24, 26, 28, 30,

32, 37, 38, 41, 42]. The common thread is that individual components called “peers”

make decisions based on self-interest while collaborating through interactions. This

cooperation hinges on trust – a cornerstone for building relationships, sharing infor-

mation, and fostering connections. Often explored in psychology, social sciences, and

computer science, trustworthiness among peers plays a crucial role for such activi-

ties. Marsh’s work [27] is considered to be an initiated computational trust model in

computer science and has been further developed in various research areas like multi-

agent systems and complex online networks. In online networks, trust is often seen as

the confidence that a “truster” has in a “trustee” during their interactions. Modern

models draw from individual experiences and community evaluations to determine

trustworthiness, accounting for dynamics, context, and communal factors; this leads

to changing levels of trustee trustworthiness over time. Methods for measuring trust

encompass statistical approaches, machine learning, heuristics, and behavioral anal-

ysis. These techniques focus on network structures, transmitted message content,

and past interactions (like feedback). The purpose of this article is to introduce the

TreeXTrust framework – a set of trust models that merge topic-aware experience

trust and topic-aware reputation trust based on user interactions and community

dynamics. Topic-aware experience trust estimation considers two main aspects: in-

teraction trust with familiarity, dispatching, and response degrees, and user interests

from message exchanges (“entries”). Topic-aware reputation trust uses community

evaluations based on similarity peers or propagation computation via path algebra.

We also acknowledge Hamdi’s work [14] on trust quantification in network structures

and the concept of “Path Strength.” In addition, we incorporate the principle of

“homophily” that can be observed in online social networks to measure similarities

within communities and exploit path-algebra operators to gauge trustworthiness from

a community.

2. Related work

The first attempt to propose a computational trust model in computer science was

made by Marsh [27]. Trust computational techniques [37] can be classified into sta-

tistical, machine learning, heuristic-based, and behavior-based techniques. Nearly all

techniques focus their efforts on constructing models by means of network structures,

the contents of messages that are transmitted among users, and the interaction types

that have occurred between peers in the past (such as sending, feedbacking, and

forwarding).
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Along with these studies, this paper proposes a family of models of computational

trust called TreeXTrust to estimate the trust degree of a user truster on another user

trustee. Our model is a mathematical formalization for estimating topic-aware trust

degrees among peers based on the aggregation function of topic-aware experience trust

with users’ topic interests by means of past interactions and topic-aware reputation

trust being evaluated from some community or group of users. In order to estimate

topic-aware experience trust, we defined a function with two parameters: (i) degrees of

experience trust (which is defined by means of forms of interactions such as familiarity

degrees, degrees of responses, and dispatching among users); and (ii) the degrees of

users’ interests (where interest degrees are determined from entries that have been

dispatched among the users). We shared the computing of the interaction score by

relying on the assumption of the frequency of the interactions of neighbors with the

other works such as TidalTrust [12], TrustWalker [17], SWTrust [18], and LoTrust [19].

However, our work goes further by investigating various types of interactions and

analyzing the contents of messages to determine users’ interests. Then, topic-aware

experience trust was estimated by means of an aggregation function of the interaction

scores of a truster with a trustee and the trustee’s interest degrees. In contrast with

other studies such as [19] in building user’s interests (which made use of the SPARQL

query language), we utilized the approach of the semantic extension of words by means

of Wikipedia that was proposed by Gabrilovich et al. [9] and Kang et al. [20]. We

analyzed entries into words by the tf-idf technique [36] to compute the weights of the

words in a document for representing vectors of entries and topics and then defined

the interest degrees in the topics. The estimation of trustworthiness was considered

to be a refinement of the experience trust computation, which we proposed in our

previous work [31,41].

Reputation trust [13,29,33,37] is defined as the reliability of a peer on another one

that is inferred from some community or group of peers. Some works have made use of

the propagation of trust via the graph structure of the network to construct reputation

trust; e.g., TidalTrust [12], TrustWalker [17], and SWTrust [18]. Their approach was

to select some paths for computations in order to avoid computational complexity; for

example, selecting the shortest path that connects a truster and a trustee. However,

the problem with this approach is that it lacks the basics for such a computation. In

this paper, we provide techniques for estimating trustworthiness from a community

by using similarity measures or operators in path algebra.

For similarity in a community, we accept the characteristic of homophily in online

social networks [10, 21, 22, 26, 37]. This concept means that peers tend to associate

and interact with similar ones; it has been widely studied in the literature; e.g.,

[2,3,22]. Khanam et al. [22] stated that the study of homophily can provide important

insights into the flow of information and the behaviors of users and is extremely useful

in analyzing the formations of online communities. However, their research lacked

formularization and, thus, resulted in difficulties in implementation.
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According to Golbeck [12], multiple routes of trust interconnect two users from a

source to a destination within trust networks. In order to quantify the trustworthiness

that is inherent in such relationships, Hamdi [14] introduced the concept of “path

strength” in his thesis and established the notion of a “perfect” path; by the means

of this, one can achieve a maximum path strength value.

In this paper, we define a similarity measure to be an aggregation of two factors:

a profile similarity, and an interest similarity. While an interest similarity results

from the similarity of users’ entries with topics, a profile similarity is based on the

similarity of entries among the users. We also provide the parameters to measure

the similarity between users for the proposed trust formula; then, we obtain alterna-

tive evaluation models from communities depending on the various similarity degrees

(w.r.t. truster or trustee). The details of this are presented in Section 5. In addition,

we develop a technique for computing the trustworthiness from a community based

on the path algebra operators of a graph in order to estimate the trust propaga-

tion [15,25,34,40,43].

3. Major contribution and organization

First, we constructed a hierarchical structure of neighbors (w.r.t. some peer

truster ui). Layer L
1
i consisted of neighbors that were connected directly to ui, and L2

i

consisted of users that were directly connected to users in L1
i but not to those in L1

i ,

and so on. The recursive definition is formulated in Section ??. Then, estimating the

trustworthiness of ui on trustees uj ∈ Lk
i k ≥ 1 was computed by means of a concate-

nation operator along a path as well as an aggregation of one that combined various

paths. The details are given in Section 6. In the scope of this paper, we merely fo-

cused on considering trustees who had some direct interaction with the truster; then,

the community was composed of those peers in L1
i who interacted directly with both

the ui and uj trusters. A full paper of integrating similarity and path algebra for

estimating the trustworthiness of a truster on those trustees that belong to layers Lk
i

where k ≥ 2 will be presented in another work of ours.

We conducted experiments on two distinct data sets in order to evaluate our

TreeXTrust model. The purpose was to validate how trustworthiness was affected by

factors of interaction experience, user’s interests, and evaluations from the community.

This paper is an extension, upgrade, and update of our previous work [31,39,41]. Our

contributions are summarized as follows:

• Proposing a computational model of topic-aware interaction experience trust with

various types of interactions and user’s interest degrees. The model is an aggrega-

tion function of the trustworthiness of a truster on trustees, with the interaction

forms being familiarity, response and dispatching, and the degrees of the trustee’s

interests on the topics.

• Proposing similarity measures that are based on the similarity of the users’ pro-

files and interest measures. In turn, the similarity in interest according to the

topics and in the user profiles are constructed from natural language-processing



Ea
rly
bi
rd

TreeXTrust: topic-aware computational trust based on interaction experience. . . 5

techniques for representing the vectors of the topics and the vectors of the en-

tries. Similarity measures contribute to the formulation of computing topic-aware

reputation trust.

• Proposing techniques for estimating reputation trust from communities, including

repmaX, repaP, repeS, repeeS. While repeS results from the similarity neighbors

of the truster, repeeS is based on the similarity with the trustee. The formula-

tion with repmaX and repaP are constructed from path algebra operators that

connected the truster and trustee.

• Proposing the overall trust-estimation formula by weightedly aggregating topic-

aware experience trust and reputation trust. This formula defines a family of

models for computing topic-aware trust when combining various methods of es-

timating experience trust with interest measures and reputation estimation ac-

cording to different techniques.

• Performing experiments on two distinct data sets (one in Vietnamese, and one

in English) to demonstrate the following:

– how parameters of users’ interests and interaction degrees affect experience

trust computation in our proposed model;

– how experience and reputation trust contributes to overall trust in evaluat-

ing partners;

– which forms of reputation have stronger impact while evaluating trustwor-

thiness from community.

The remainder of this paper is structured as follows. Section 4 describes a model

of a social network and its hierarchy structure. Section 5 presents an analysis

method of the entry data of users’ interests in topics and similarity measures. Sec-

tion 6 presents path algebra. Section 7 is first devoted to representing types of user

interactions with familiarity, response, and dispatching. Then, we present a formula

for topic-aware experience trust computation based on the types of the proposed

interaction and the user’s interest degrees. Section 8 presents a reputation-trust com-

putation from communities that is inferred from similarity measures and path algebra.

Then, it presents the overall topic-aware trust, which aggregates experience trust and

reputation trust. Section 9 is devoted to describing the experimental evaluation.

Section 10 offers our conclusions.

4. Social network and hierarchical structure

4.1. Model of social network

A social network is defined as a directed graph S = (U , I, E , T ), in which:

– U = {u1, . . . , un} is a set of users whose elements are autonomous entities that are

called peers. In this paper, the terms “peer” and “user” are used interchangeably.

– I is a set of all interactions or connections uij from ui to uj ; |Iij | is denoted

as the number of such interactions. Each interaction between users ui and uj is
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a transaction at an instant time, which occurs when ui sends messages such as

posts, comments, likes, opinions, etc. to uj via some “wall.”

– E = {E1, . . . , En} is a set of entries that are dispatched by users ui, where

Ei = {ei1, . . . , eini
}. Each entry is a brief piece of text that is given by some

user ui to make a description or to post information/comments/opinions about

an item (such as a paper, a book, a film, a video, etc.).

– T = {t1, . . . , tp} is a collection of topics in which each topic is defined as a set of

terms or words.

4.2. Neighbor-based hierarchy structure

This section presents an update of the hierarchy structure of users based on layers

of users, which was proposed by us in our previous work [39]. The structure is

intuitive for describing a community that is useful in reputation-trust computation

with a similarity measure and path algebra in the next section. In the following, we

will formalize the concept of levels based on the neighbors of peers. If ui has some

direct interaction with uj , then uj is called a neighbor of Layer 1 (or 1-neighbor of ui).

We make a convention that the 0-neighbor of ui is ui. The concept of the k-neighbor

of ui is defined recursively as follows.

Definition 1. A user uj is a neighbor of a user ui if there is an interaction from ui

to uj. Let Ii→ be a set of all uj such that there is an interaction from ui i to uj.

Definition 2. Given a peer ui, a peer uj is a k-neighbor of ui (k ≥ 2) if the two

following conditions are satisfied:

(i) uj has no direct interaction from any peer of l-neighbor of ui for all l ≤ k − 2;

(ii) there is at least a peer of (k-1)-neighbor of ui, which has some direct connection

with uj.

Denote Lk
i for all k ≥ 1 to be a set of k-neighbors of ui. It is easy to prove the

following proposition:

Proposition 1. Given a source peer ui, there exists a number ni such that L1
i . . . , L

ni
i

are k-neighbors of ui and satisfy the following conditions:

(i) for each v ∈ Lk
i (k = 2, . . . , ni), v not being interacted directly with any one in

∪k−2
l=0 L

l
i;

(ii) Lk
i ∩ (∪k−1

l=0 L
l
i) = ∅, for all k ≥ 1.

Thus, we have a taxonomy of neighbors of ui and L1
i . . . , L

ni
i is then called a tax-

onomy or a hierarchy of the neighbors of ui. Estimating the trust value of a source

peer ui on a sink peer uj depends on whether the sink one belongs to which layer of

taxonomy (w.r.t the source). When a sink peer belongs to the hierarchy, the trust

estimation is based on the interaction experience, similarity, and path algebra. A sink

peer that is not of the hierarchy of a source peer is called its ∞-neighbor. We have

the following definition:

Definition 3. A peer uj is called a p-neighbor (w.r.t. a taxonomy of a source peer ui)

if uj ∈ Lp
i for all p = 1, . . . , ni.
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Definition 4. A peer uj is called a ∞-neighbor (w.r.t. a taxonomy of a source

peer ui) if uj /∈ Lk
i for all k = 1, . . . , ni.

Definition 5. Given two peers ui and uj, path p(i, j) connects two peers if there

exists a sequence of peers uk (k = 0, . . . , q) that has a connection that is coupled with

each other: ui = u0 connects with u1, u1 connects with u2, . . . , uq−1 connects with

uj = uq.

We have the following proposition:

Proposition 2. Given a source peer ui, suppose uj is a p-neighbor of ui where

1 ≤ p ≤ ni. There always exists a path p(i, j) that connects ui and uj. Denote Φ(i, j)

to be a set of all paths p(i, j) that connect ui and uj.

Our problem is how to estimate the topic-trust values of truster ui on trustees uj .

There are three cases: (i) there is a direct interaction between ui and uj ; (ii) there is

not any direct interaction between truster ui and trustee uj , but there exists a path

p(i, j) that connects ui and uj ; (iii) there is no path that connects ui and uj , which

means that uj is a ∞-neighbor (w.r.t ui). The scope of this paper focuses on investi-

gating the first case in which there is a direct interaction between source peer ui and

sink peer uj . The detail of the topic-trust model and the techniques of computation

will be presented in the next sections. In the two remaining cases, we make use of

the integration of path algebra and similarity measures for reputation estimation; the

research results are presented in another of our works.

5. User interests and similarity measures

5.1. Vectorial representation of texts

The vectorial model for representing texts by means of tf-idf has been widely used in

various fields of computer science, such as information retrieval and text mining [36].

Along with the works that are related to extending semantics ( [9] and [20]), we applied

the approach for extracting entries into words and enriching these bags of words

into semantics words based on Wikipedia (https://vi.wikipedia.org/wiki/). Then, we

vectorized the entries and topics with word weights in the texts.

From then on, a document was always considered to be a set of terms. We

made use of the tf − idf(d,Di) = tf(d,Di) × idf(d,D) technique for the vectorial

representation of such entries and topics, where tf(d,Di) was the frequency that

term d appeared in Di, and idf(d,D) = log( |D|
1+{|Di||d∈Di} ). The vector representation

in its general form is described as follows.

Given a collection of documents D = {D1, . . . , Dp}, each is represented as set of

terms or words Di = {di1, . . . , dipi}. Let V = {v1, . . . , vq} be a set of all of the distinct

terms in the whole collection. The weight of term d ∈ V (w.r.t. Di) is defined by

wd = tf(d,Di)× idf(d,D). And then, each Di is represented as a q-dimension vector

Di = (w1, . . . , wq), where wk = tf(vk, Di)× idf(vk, D), k = 1, . . . , q. We utilized the

technique to represent the entries and topics in the vectors; these are described in the

rest of this subsection.
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5.1.1. Representing vectors of entries

Suppose VE = {e1, . . . , er} is a set of r distinct terms in all entries eij ∈ Ei in E . An

entry vector eij (w.r.t. the entry eij ∈ Ei) is defined as follows:

eij = (e1ij , . . . , e
|VE |
ij ), i = 1, . . . , n, j = 1, . . . , ni, (1)

where ekij = tf(el, eij)× idf(el, Ei), where el ∈ VE , l = 1, . . . , r and k = 1, . . . , |VE |.

5.1.2. Representing vectors of topics

Suppose that VT = {v1, . . . , vq} is a set of q distinct terms of all ti ∈ T . A topic

vector (w.r.t. each topic ti) is a weighted one, which is defined as follows:

ti = (wi1, . . . , wiq), (2)

where wik = tf(vk, Ti)× idf(vk, T ), vk ∈ VT .

Given an entry eil being dispatched by ui, an entry vector (of w.r.t. topics T , or

briefly – a topic entry vector) is a weighted one, which is defined as follows:

etil = (e1il, . . . , e
p
il), (3)

where ekil = tf(vk, eil)× idf(vk, Ei), vk ∈ VT .

Thus, we can define a sequence of topic entry vectors et1il , . . . , e
tp
il (w.r.t. each

entry) and a sequence of entry vectors ei1, . . . , eini
(w.r.t. entries eij ∈ Ej). These

vectors will be utilized for constructing the measures of the user’s similarity and

interests; these are presented in the next subsection.

5.2. User interest degrees

The traditional Pearson correlation degrees cor(etij, tk) among entries eij given by ui

(w.r.t. topics tk) are as follows:

cor(u,v) =

∑
i(ui − ū)(vi − v̄)√∑

i (ui − ū)2 ×
√∑

i (vi − v̄)2
, (4)

where ū = 1
n (

∑n
i=1 ui), and v̄ = 1

n (
∑n

i=1 vi). Since the values of function cor(x, y)

belong to [−1, 1], we may make use of function f(x) = (x+1)
2 to bound the values of

function cor(x, y) into unit interval [0, 1]. This means that, instead of Formula (4),

the following formula (5) will be applied in the paper:

cor(u,v) =

∑
i(ui−ū)(vi−v̄)√∑

i (ui−ū)2×
√∑

i (vi−v̄)2
+ 1

2
. (5)

Definition 6. Let P(Ei) be a set of all subsets of entries Ei given by ui ∈ U and

P(E) =
⋃

ui∈U P(Ei). A function f : U × P(E) × T → [0, 1] is called an interest

measure if it satisfies condition f(ui, Y1, t) ≤ f(ui, Y2, t) for all Y1, Y2 ∈ P(Ei) such

that Y1 ⊆ Y2.
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It is easy to prove the following proposition:

Proposition 3. A function finterest : U ×P(E)×T → [0, 1] is an interest measure if

and only if it satisfies the following conditions:

(i) If cor(ei,k, tj) ≥ cor(ei,k, tl), then finterest(ui, ei, tj) ≥ finterest(ui, ei, tl),

(ii) If cor(ei,k, th) ≥ cor(ej,l, th), then finterest(ui, ei, th) ≥ finterest(uj , ei, th).

Definition 7. An entry eij is called θ-entry (w.r.t. topic tk) if and only if cor(etij, tk)

≥ θ, where 0 < θ ≤ 1 is a given threshold.

We have the following proposition:

Proposition 4. Suppose |Ei| is the number of elements in Ei and nt
i is the number

of θ-entries that are concerned with the topic t given by ui. The following are the

interest measures:

intMax(ui, t) = max
j

(cor(etij, t)), (6)

intCor(ui, t) =

∑
j

cor(etij, t)

|Ei|
, (7)

intSum(ui, t) =
1

2

 nt
i∑

l∈T

nl
i

+
nt
i∑

uk∈U,l∈T

nl
k

 . (8)

For easy presentation, we denote intX(ui, t) to be one of the above formulas in

which X may be Sum,Cor, orMax. The interest vector of the users in various topics

is defined by the following formula:

ut
i = (u1

i , . . . , u
p
i ), (9)

in which uk
i = intX(ui, tk) is the interest degree of user ui in topics tk ∈ T (k =

1, . . . , p), X may be Sum,Cor,Max as defined in Proposition 4. The definition of the

vectors with interest degrees is utilized for constructing the similarity of the users;

this is presented in the next subsection.

5.3. Similarity measure

The similarity measure has been widely used to construct the recommendations of

items and the services in the recommender system [12] as well as in social networks [7]

[11]. Golbeck [11] showed that there was a strong and significant correlation between

trust and user similarity: the more similar two people were, the greater the trust

between them. In contrast to the similarity that was inferred from the ratings of

films, however, the similarity that we constructed in this paper resulted from the

profiles of user comments that were dispatched on social networks. Since there is no

clear definition of similarity in the literature, we formalized the definition of similarity

based on the usual metric measure as follows.
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Definition 8. Given a vector space V , a function sim : V ×V → [0, 1] is a similarity

measure if it satisfies the following conditions:

(i) sim(u, u) = 1, for all u ∈ V ;

(ii) sim(u, v) = sim(v, u) for all u, v ∈ V ;

(iii) sim(u,w) + sim(w, v)− sim(u, v) ≤ 1 for all u, v, w ∈ V .

5.3.1. Similarity of users’ interest

The interest similarity of two peers ui and uj in topic t is defined to be a similarity

of two vectors ut
i and ut

j as follows:

simX
t (i, j) =

< ut
i ,u

t
j >

∥ut
i∥ × ∥ut

j∥
, (10)

in which < u, v > is the scalar product, × is the usual multiple operations, and ∥.∥
is the Euclidean length of a vector; X is Max, Cor or Sum up on the selection of

interest degree as defined in Proposition 4.

5.3.2. Profile similarity

Given two peers ui and uj , the profile similarity of two peers ui and uj is defined as

an overall similar function of all vectors eik and ejl where k = 1, . . . , ni, l = 1, . . . , nj .

This is defined by the following formula:

simprof (i, j) = F (
< eik, ejl >

∥eik∥ × ∥ejl∥
), (11)

in which F may be a usual min or average.

5.3.3. User similarity

Based on the definition of the similarity of interest and profile, we have the definition

of the similarity of the users as follows.

Definition 9. The similarity between two users ui and uj is defined by the weighted

composition of their partial similarities and given by the following formula:

simX(i, j) = α× simprof (i, j) + β × simX
t (i, j), (12)

where α, β ≥ 0 and α+ β = 1.

Thus, there are three similarity measures among two users: simmax(i, j),

simcor(i, j), and simsum(i, j) (w.r.t. X is Max,Cor, or Sum). We have the fol-

lowing proposition:

Proposition 5. simX
t (i, j), simprof (i, j) and simX(i, j) are similarity measures.
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6. Path algebra-based trust computation

This section presents an application of path algebra [15, 25, 34, 40, 43] for the com-

putation of the reputation trust from a community. We reformalized the necessary

formulas from the work that was given by Wang et al. [43] for the purposes of our

paper. We proceeded to construct a class of functions for estimating topic trust by

means of community as follows.

Definition 10. Given a set of natural numbers N, an operator f trust
path : ∪n∈N[0, 1]

n →
[0, 1] is called an aggregation operator if it fulfills the following conditions:

(i) f trust
path (0, . . . , 0) = 0 and f trust

path (1, . . . , 1) = 1;

(ii) For all k, x1 ≤ y1 . . . xn ≤ yn ⇒ f trust
path (x1, . . . , xn) ≤ f trust

path (y1, . . . yn).

It is easy to prove the following proposition.

Proposition 6. Mappings f : [0, 1]n → [0, 1], which are defined by the following

formulas, are aggregation operators:

(i) f(x1, . . . , xn) = max(x1, . . . , xn);

(ii) f(x1, . . . , xn) = min(x1, . . . , xn)

(iii) f(x1, . . . , xn) = Πn
i=1xi;

(iv) f(x1, . . . , xn) =
∑n

k=1 xk

n .

Based on the paths that connect ui and uj , we were able to compute the topic-

trust values for this couple by means of the aggregation operators. We applied the

aggregation operators to various paths and along a path. The overall trust value is

then called the path-based topic-aware reputation trust. We formulate these state-

ments as follows.

Definition 11. Suppose that p(i, j) is a path with a length of m connecting ui and

uj. The topic trust of ui on uj along the path is defined by the following formula:

trust
p(i,j)
topic (ui, uj) = f trust

path (ui1, . . . , umj), (13)

where ukl are the topic-trust values uk that are assigned to ul, and f trust
path (p) is an

aggregation operator.

Definition 12. Suppose that Φ(i, j) to be the set of paths p(i, j) from ui to uj. Then,

the path-based topic-aware reputation trust of ui on uj of t is defined by the following

formula:

trustpathtopic(i, j, t) = fp(i,j)∈Φ(i,j)(trust
p(i,j)
topic (i, j, t)), (14)

in which trust
p(i,j)
topic (i, j, t) = f trust

path (ui1, . . . , umj) is the topic trust of i on j along path

p(i, j).

For convenience in presentation, we utilized two operators (concatenation ⊗ and

aggregation ⊕), which are operations along a path and combining various paths,

respectively, that were proposed by Hang et al. [15]. We reformulated the trust-

computation formula as follows.
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Definition 13. Suppose that Φ(i, j) is the set of paths p(i, j) that connect ui and uj.

The path-based topic-aware reputation trust of ui on uj of t is defined by the following

formula:

trustpathtopic(i, j, t) = ⊕p(i,j)∈Φ(i,j)(⊗k,ltrust
exp
topic(k, l, t)), (15)

where ⊗ and ⊕ are the concatenation and aggregation operators, respectively.

In this paper, we made use of the operators in Proposition 6 for our implemen-

tation; these are presented in Section 8.

7. Topic-aware experience trust

This section is devoted to presenting the experience-based trust computation with

the different types of interaction: familiarity, dispatch, and responses. Compared

to the solely dispatch interaction type that was previously proposed by us [41], the

refinement model emerged from the following observations:

• Familiarity: if a user ui shares with uj a set of common users more than with

uk, then ui is more familiar with uj than with uk;

• Response: a response that is given by a target to a resource is feedback (comment,

like, etc.) or sharing with others when the target receives a message from the

resource;

• Dispatching: when a user ui sends messages to uj more than to uk, then uj is

more reliable than uk for user ui.

These concepts are formalized in the next subsection.

7.1. Familiarity, response, and dispatching

Definition 14. The degree of the familiarity of two peers ui and uj is defined as

follows:

famil(i, j) =
|Ii→ ∩ Ij→|
|Ii→ ∪ Ij→|

, (16)

where Ii→ is the set of uk to which ui sends messages.

Definition 15. Suppose that Iij is a set of all interactions from i to j, and |Iij | is
its number of elements. The dispatching degree from a user ui to user uj (denoted as

disp(i, j)) is defined by the following formula:

disp(i, j) =
|Iij |∑n
k=1 |Iik|

, (17)

where |Iik| is the number of interactions of ui with each uk ∈ U .
Definition 16. Given that Irespi←j is a set of all responses from uj to ui, where a

response is feedback from uj when receiving a message that is dispatched from ui. The

degree of the response of uj to ui is defined as follows:

resp(i, j) =
|Irespi←j |

|
⋃

k I
resp
k←j |

. (18)
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Definition 17. The interaction experience trust of user ui on user uj (denoted as

trustexp(i, j)) is defined by the following formula:

trustexp(i, j) = w1 × famil(i, j) + w2 × disp(i, j) + w3 × resp(i, j) (19)

where w1, w2, w3 ≥ 0, w1 + w2 + w3 = 1.

7.2. Refined topic-aware experience trust

This subsection presents a class of functions of two parameters (including the inter-

action types and interest degrees) in the topics.

Definition 18. A function trusttopic : U × U × T → [0, 1] is called a topic-trust

measure in which [0, 1] is an unit interval of the real numbers if it fulfills the following

conditions:

(i) ( intX(uj , t1) ≥ intX(uj , t2)) ⇒ (trustexptopic(ui, uj , t1) ≥ trustexptopic(ui, uj , t2));

(ii) ((trustexp(i, j) ≥ trustexp(i, k))&( intX(uj , t) ≥ intX(uk, t))) ⇒
(trusttopic(ui, uj , t) ≥ trusttopic(ui, uk, t)).

Definition 19. Suppose that trustexp(i, j) is the interaction experience trust of ui

on uj and intX(j, t) is the interest degree of uj on topic t. Then, the topic-aware

experience trust of ui on uj of topic t is defined by the following formula:

trustexptopic(i, j, t) = λ× trustexp(i, j) + µ× intX(j, t), (20)

where λ, µ ≥ 0, λ+ µ = 1.

Then, given a source peer ui, a sink peer uj , and a topic t, the value

trusttopic(i, j, t) = ut
ij means that truster ui trusts trustee uj of topic t (w.r.t. the

degree ut
ij). We have the following proposition:

Proposition 7. the topic-aware experience trust trustexptopic(i, j, t) of ui on uj of topic

t, which is defined by Formula (20), is a topic-trust measure.

Proof. Let the parameters λ and µ in Formula (20) be unchangeable. It is easy to

confirm that the formula satisfies Conditions (i) and (ii) in Definition 18.

8. Topic-aware reputation and overall topic-aware trust

When a truster lacks information or is uncertain of his/her own evaluation of some

trustee, he/she will utilize opinions or evaluations from some community. Reputation

trust is considered to be the trustworthiness degree that some community assigns to

a trustee. Overall, topic-aware trust is a composition of topic-aware-experience and

topic-aware-reputation trust degrees. We consider four types of computation from

a community (w.r.t. selected operators and similarity degrees to a truster or trustee):

• remaX: based on community with neighbor peers who evaluate trustees with

paths according to usual max and × operators, respective to aggregation and

concatenation;
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• repaP: based on community with neighbor peers who evaluate trustees with paths

according to trust-average and usual × operators, respective to aggregatiion and

concatenation;

• repeS: based on community with neighbor peers who are similar with truster;

• repeeS: based on community with neighbor peers who are similar with trustee.

We formalize these types in the definitions that are presented in the next subsection.

8.1. Community-based reputation-trust estimation

Definition 20. Given a source peer ui and L1
ij is the 1-neighbors of both ui and uj.

The topic-aware reputation trust of ui on uj with repmaX is defined by the following

formula:

trustrepmaX
topic (i, j, t) = maxv∈L1

ij
(trustexptopic(i, v, t)× trustexptopic(v, j, t)) (21)

in which trustexptopic() is the topic-aware experience trust that is given in Formula (20).

Definition 21. Given a source peer ui and L1
ij is the 1-neighbors of both ui and uj,

the topic-aware reputation trust of ui on uj with repaP is defined by the following

formula:

trustrepaPtopic (i, j, t) =

∑
v∈L1

ij
(trustexptopic(i, v, t)× trustexptopic(v, j, t))∑

v∈L1
ij
trustexptopic(v, j, t)

(22)

in which trustexptopic() is the topic-aware experience trust that is given in Formula (20).

Definition 22. Given a source peer ui and L1
ij is the 1-neighbors of ui and uj, the

topic-aware reputation trust of ui on uj with trustee similarity (repeeS) is defined by

the following formulas:

trustrepeeStopic (i, j, t) =

∑
v∈L1

ij
trustexptopic(i, v, t)× sim(v, j)∑

v∈L1
ij
sim(v, j)

(23)

in which sim(v, j) is the similarity measure of v on uj being defined by Formula (12).

Definition 23. Given a source peer ui and L1
ij is the 1− level neighbors of ui and uj.

The topic-aware reputation trust of ui on uj with truster similarity (repeS) is defined

by the following formulas:

trustrepeStopic (i, j, t) =

∑
v∈L1

ij
trustexptopic(v, j, t)× sim(i, v)∑

v∈L1
ij
sim(i, v)

(24)

in which sim(i, v) is the similarity measure of v on ui that is defined in Formula (12).

Proposition 8. Functions trustrepYtopic () given by formulas (21), (22), (23), and (24),

where repY is repmaX, repaP, repeS, or repeeS are topic-trust measures.
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Proof. We need to prove that Formulas (21), (22), (23), and (24) satisfy Conditions (i)

and (ii) in Definition 18. It is clear that, since trustexptopic(i, v, t) and trustexptopic(v, j, t))

satisfy Conditions (i) and (ii), trustexptopic(i, v, t) × trustexptopic(v, j, t)) the max of them

are also satisfied. Thus, trustrepmaX
topic (i, j, t) is a topic-trust measure. Similarly,

when we take the sum with all v ∈ L1
ij of trustexptopic(i, v, t) × trustexptopic(v, j, t))

and then normalize it in order to result to the value in interval [0, 1] by dividing∑
v∈L1

ij
trustexptopic(v, j, t), Formula (22) also satisfies the conditions of a topic-trust

measure. Thus, trustrepaPtopic (i, j, t) is a topic-trust measure.

In Formula (23), since trustexptopic(i, v, t) is a topic-trust measure and sim(v, j) ∈
[0, 1], trustexptopic(i, v, t) × sim(v, j) is a topic-trust measure. And then, normalizing

the sum on all v ∈ L1
ij of trustexptopic(i, v, t) × sim(i, v) by dividing

∑
v∈L1

ij
sim(v, j),

trustrepeeStopic (i, j, t) is a topic-trust measure. Similarly, it is easy to prove that, in

Formula (24), trustrepeeStopic (i, j, t) is also a topic-trust measure. Thus, the proposition

is proven.

8.2. Overall topic-aware trust

The composition of experience and reputation trust is defined as follows.

Definition 24. Suppose that trustexptopic(i, j, t) and trustreptopic(i, j, t) are the experience

and reputation-trust degrees of ui on uj, respectively. Then, the overall topic-aware

trust of ui on uj of topic t is defined by the following formula:

trusttopic(i, j, t) = γ × trustexptopic(i, j, t) + δ × trustrepYtopic (i, j, t) (25)

where repY may be repmaX, repaP, repeS, or repeeS and γ, δ ≥ 0, γ + δ = 1.

9. Experimental evaluation

This section is devoted to stating the problem statements, assessment methods, and

experimental results for validating our proposed model. We concentrate on investi-

gating the influences of the degrees of interaction, user’s interests, and reputation on

the trustworthiness estimation of a truster on trustees.

9.1. Problem statement

Problem 1: Evaluating the impacts of interaction measures and user’s interest de-

grees on experience trust as were presented in Section 7. The following issues will be

addressed:

• elucidating influence of interactive factors on experience trust; how difference

between utilization of single interaction and combinations of interactions forms

on trustworthiness estimation;

• delving into trust-computation integration between two users based on their in-

teraction experiences and interests; our objective was to ascertain which factor,

experience, or user’s interests in particular topic had greater influence on trust.
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Problem 2: Comparing similarity-based and path-algebra-based models. To assess

and compare models with the different techniques, we focus on two main aspects:

• evaluating user’s compatibility metrics by performing comparison repeeS, repeS,

and combined (w.r.t. repmaX and repaP);

• comparing our trust models with Hamdi’s models [14], which determine reliability

using path algebra and similarity.

Problem 3: Assessing the impact of the parameters on the overall trust

computation, including the interaction types (disp, resp, famil), users’ interests

(intX, where X is Max, Sum,Cor), and methods of determining reputation trust

(repmaX, repaP, repeeS, repS). By means of our experimental results, we were able

to establish which trust model in the family of models was suitable for our application

at hand.

9.2. Evaluation methods

We developed a comprehensive test scenario to address the research questions that

were mentioned earlier. In the context of large social networks where posts are con-

stantly being published, keeping track of all of the posts (especially those of interest)

becomes quite a challenge. As a result, our main focus was on exploring whether

we could suggest posts to a specific member (referred to as “x”) in the group that

matched their preferences and interests. To achieve this goal, we looked into the

following aspects:

• Understanding user interests and interactions: By analyzing the data that is

available from a group, we investigated what kinds of content a user preferred

and how they had interacted with other members in the past.

• Importance of post content in predicting user’s interest: We examined whether

the content of an post (particularly, its topics) played a significant role in pre-

dicting whether a member will be interested in that post.

• Evaluating credibility of post authors: Since posts also include information about

their authors, we explored how historical-interaction data could help us determine

how much trust a user placed in a specific author. This trust factor then affected

how motivated the user was to consider information from this post.

When thinking of a group member as a user on an e-commerce site and a post as

a product, we encountered substantial challenges that were analogous to those that

had been encountered by the recommendation systems that were employed by major

platforms (like Netflix and Amazon) [1] [6] [23] [35]. These predicaments inherently

entailed inherent complexities, thus rendering pinpoint predictions an elusive feat. For

assessing the efficacy of a system, we utilized conventional metrics such as accuracy,

recall, precision, and F1-score. Additionally, the inclusion of a Recall@k metric was

utilized to further enhance the comprehensive evaluation of a system’s performance.

To address these aspects, we proposed methods for calculating the level of a user’s

interest in a topic (intX), finding out how similar two users were in their interests

regarding a topic (sim(i, j, t)), and establishing the level of trust between two users
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(repmaX, repaP, repeeS, and repeS). These methods contributed to input factors

that shaped the outcomes of the scenario that we investigated. Precision and recall

are given in the following formulas:

Precision =
TruePositives

TruePositives+ TrueNegatives
=

TP

TP + TN
(26)

Recall =
TruePositives

TruePositives+ FalseNegatives
=

TP

TP + FN
(27)

The F1-score was determined by means of precision and recall as follows:

F1 − score = 2× Precision×Recall

Precision+Recall
(28)

We used the concept “relevant users” to define those who actively engaged by com-

menting on a post. The notation “@k” denotes a precise reference to a specific number

of users (being indicated by the integer value “k”) that are being considered.

Recall@k =
Number of users that are relevant @k

Number of all relevant users
(29)

9.3. Experimental data

We utilized two distinct data sets for testing and evaluation in this paper. The

first data set, named “DAR – DONG ANH RUNNERS” (https://m.facebook.com/

groups/370942430322164/), or DAR1 for short, consisted of data from a commu-

nity of running enthusiasts in Vietnam. Vietnamese discussions within this data set

revolved around topics that were related to running, such as running fashion, the

appropriate diets for running (health in running), running competitions, and various

running genres (such as road running and trail running), along with technical aspects

of running. According to the statistics as of April 30, 2021, the “DAR - DONG

ANH RUNNERS” running group consisted of 497 members; 89 members actively

participated in posting a total of 442 posts from 2018 through April 2021. The inter-

actions within the group (including likes and comments) involved 218 members, with

nearly 10,000 comments. The second data set that was obtained for this study was

sourced from Kaggle and pertained to a Facebook group named “Cheltenham’s Face-

book Groups” (https://www.kaggle.com/datasets/mchirico/cheltenham-s-facebook-

group), or CG for short. The discussions within this group were in English and

revolved around everyday issues that were faced by residents of Cheltenham, Penn-

sylvania, USA, such as traffic problems, sewer issues, and pet-related concerns (dogs,

cats) as well as significant matters (like Bill Cosby’s lawsuit). The relationships among

the users in the two data sets are illustrated in Figure 1.

1https://github.com/ThanhPhamPhuong/DARDataset

https://m.facebook.com/groups/370942430322164/
https://m.facebook.com/groups/370942430322164/
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a) b)

Figure 1. User-relationship-distribution comparison: a) user relationships on DAR data set;

b) user relationships on CG data set

When observing the two data sets, we recognized that there were correspond-

ing comments for each post from other users. Each comment could be viewed as

a response that reflected the commenter’s familiarity with the user being commented

on, and the content of the post also indicated the level of the relevance to a par-

ticular topic. The interactions that formed disp(), resp(), famil(), interest degrees

intX, and computation methods repmaX, repaP, repeeS, repeS were the parameters

that we needed to evaluate their influences on trustworthiness. We made use of a

training and testing method that used cross-validation with K-fold, where the main

input parameters were the aforementioned parameters. The test data (with K = 7)

is provided in Table 1. The experimental results of the models will be presented in

the next subsection.

Table 1
Parameters of two data sets (DAR and CG)

Data sets Total Total Active Train Test Observation Labeled

Posts members members Data Data Data

DAR 441 497 224 378 63 441 x 224 = 98,784 3957

CG 4049 2000 1035 3470 579 4049 x 1035 = 4,190,715 16,601

9.4. Experimental results

To understand how the different types of interactions influenced the outcomes, we

examined a scenario in which one type of interaction was used and one where all three

were combined. The results are presented in Tables 2 and 3 (w.r.t. the two data sets).

Upon a closer examination, it was clear that the first three models (Models 1, 2, and

3) produced positive outcomes by combining the three different types of interactions

when assessing the trust degrees from an experiential perspective. This was different
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Table 2
Influence of interaction types on trust CG data set

Model Resp Disp Famil intMax intSum intCor Recall Precision F1 Recall@1 Recall@5 Recall@10 Recall@20

1 x x x x 0.297 0.291 0.294 0,29 0,61 0,70 0,77

2 x x x x 0.289 0.296 0.292 0,30 0,62 0,73 0,81

3 x x x x 0.292 0.291 0.291 0,30 0,61 0,72 0,79

4 x x 0.295 0.264 0.279 0,28 0,61 0,75 0,86

5 x x 0.296 0.256 0.275 0,28 0,54 0,62 0,68

6 x x 0.296 0.259 0.276 0,27 0,53 0,62 0,67

Table 3
Influence of interaction types on trust DAR data set

Model Resp Disp Famil intMax intSum intCor Recall Precision F1 Recall@1 Recall@5 Recall@10 Recall@20

1 x x x x 0.167 0.634 0.263 0,07 0,35 0,58 0,77

2 x x x x 0.185 0.602 0.283 0,08 0,33 0,56 0,79

3 x x x x 0.185 0.61 0.283 0,07 0,33 0,56 0,79

4 x x 0.115 0.523 0.188 0,09 0,31 0,50 0,72

5 x x 0.146 0.456 0.215 0,08 0,24 0,39 0,60

6 x x 0.136 0.536 0.215 0,10 0,29 0,47 0,75

from the results of considering only one type of interaction; this is shown in the next

three models (Models 4, 5, and 6). Specifically, these later models performed less

favorably when focusing on the dispatch interaction. As previously mentioned, the

task of recommending the posts of potential interest to users posed a considerable

challenge in terms of achieving precise determinations. To address this challenge,

we incorporated a measure of Recall@k where parameter k was evaluated at various

values: 1, 5, 10, and 20. The ensuing results are meticulously presented in Tables 2

and 3 when corresponded to the CG and DAR data sets. Upon a closer examination

of the findings, it became evident that achieving pinpoint accuracy in the predictions

of posts that captured user interest (k = 1) yielded an accuracy rate of merely 10%

for both the CG and DAR data sets. However, the accuracy rate remains at the same

level when confronted with the task of recommending ten posts that were aligned with

user preferences (around 10%). It was noteworthy, however, that the accuracy notably

surged to 75% and attained an impressive 86% when tasked with suggesting 20 posts

that aligned with potential user interest. Remarkably, this heightened accuracy was

achieved within the context of a substantial data set that was comprised of more than

4000 posts for the CG data set.

Another aspect we needed to explore was the impact of the similarity measures

on the reliability between two users. We used the K-fold model to evaluate this, using

inputs “repeeS” and “repeS” for similarity-based trust and “repmaX” and “repaP”

for path-algebra-based trust. The results are summarized in Tables 4 and 5 and

Figures 2a and 2b. It was evident that the inclusion of the similarity measure within

the trust model (represented by the orange block) yielded higher F1-score results

when compared to calculating the reliability without considering similarity (indicated

by the blue block). Consequently, the presence of the similarity factor exerted a

substantial influence on the formulation of dependable metrics. This observation held
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a) b)

Figure 2. Comparison: path algebra-based trust (repmaX, repaP) and similarity-based trust

(repeeS, repeS): a) DAR data set; b) CG data set

true for both the DAR and CG data sets, thus confirming the significant impact of

the similarity factor on the reliability assessment.

Table 4
F1-score measure values in two cases: trust based on path algebra and trust based on

similarity CG data set

Model Resp Disp Famil intMax intSum intCor repmaX repaP repeeS repeS Recall Precision F1

1 x x x x x 0.313 0.295 0.303

2 x x x x x 0.303 0.296 0.299

3 x x x x x 0.305 0.298 0.301

4 x x x x x 0.316 0.298 0.307

5 x x x x x 0.305 0.298 0.301

6 x x x x x 0.306 0.3 0.303

7 x x x x x 0.323 0.299 0.31

8 x x x x x 0.312 0.298 0.305

9 x x x x x 0.32 0.303 0.311

10 x x x x x 0.309 0.302 0.305

11 x x x x x 0.32 0.298 0.308

12 x x x x x 0.305 0.291 0.298

Moreover, we assessed the performance of two similarity-based trust models:

“repeeS,” and “repeS.” We applied Hamdi’s similarity-based recommendation model

to the two DAR data sets (CG) to compare the results. Notably, our proposed model

displayed improved performance when compared to Hamdi’s model in calculating the

indirect trust between two users based on their similarity. This is shown in Figures

3b and 3a. .

Additionally, we compared our novel path-algebra-based trust model (“repmaX”

and “repaP”) with Hamdi’s model by using the “most trustable path” algorithm.

When conducted on the DAR and CG data sets, this comparison consistently favored

our model’s F1-score performance – even in scenarios that were akin to Hamdi’s

“perfect” path. In Figures 4a and 4b, it is evident that the outcomes from both sets

of favorable data demonstrated that our trust model that was based on path algebra

exhibited superior performance as compared to Hamdi’s proposed model. This even
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Table 5
F1-score measure values in two cases: trust based on path algebra and trust based on

similarity DAR data set

Model Resp Disp Famil intMax intSum intCor repmaX repaP repeeS repeS Recall Precision F1

1 x x x x x 0.184 0.578 0.279

2 x x x x x 0.202 0.563 0.296

3 x x x x x 0.199 0.558 0.293

4 x x x x x 0.187 0.595 0.283

5 x x x x x 0.204 0.569 0.3

6 x x x x x 0.207 0.583 0.305

7 x x x x x 0.204 0.579 0.302

8 x x x x x 0.213 0.562 0.309

9 x x x x x 0.21 0.563 0.306

10 x x x x x 0.199 0.576 0.295

11 x x x x x 0.215 0.566 0.311

12 x x x x x 0.213 0.564 0.308

a)CG data set b)DAR data set

Figure 3. Comparison: proposed model and Hamdi’s model in three thresholds

intMax intSum intCor
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Figure 4. F1-score comparison: repmaX, repaP, and Hamdi’s “perfect” path
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held true in those scenarios where Hamdi anticipated achieving the “perfect” trust

path.

10. Conclusions

This paper has introduced a family of computational trust models which aggregates

trustworthiness degrees of topic-aware experience trust and topic-aware reputation

trust from community. The former trust computation is constructed from users’

interest degrees and three forms of interaction including dispatching, familiarity and

responses. The latter trust estimation is inferred from communities. The various

techniques of inference trust from the community have been considered, including

the similarity to truster or trustee and operators of the path algebra. And then

the overall trust is resulted from the aggregation of experience trust and reputation

trust. Our conducted experimental results on the family of proposed models with two

distinct data sets indicated that the topic-aware experience trust with the refinement

of interaction is better than to use one form of interaction. It is demonstrated that the

trustworthiness inferred from community affects the overall trust computation more

than the topic-aware experience trust. In addition, the integration of experience

and reputation trust is better for estimating the trustworthiness of a partner than

using merely one form. However, our work has some limitations. We merely consider

the case of computing the trustworthiness of a truster on trustees which have direct

interaction. The proposed model may be extended to estimate trustworthiness of a

peer truster to any peer trustee in any level of the hierarchy structure or to a peer

without any interaction with each other by combining techniques of similarity measure

and path algebra. These issues need to be investigated furthermore and these research

results will be presented in our future work.
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