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Abstract | The crime rates in Mexico have been increasing in recent years; every day,
there are reports on social media and in the news where assaults and verbal
aggression by criminals can be seen. Public transportation units suffer from
violence that authorities have not been able to reduce despite their efforts.
This is why we have developed a fuzzy logic model that can adapt to almost
any scenario thanks to the dynamism that we have implemented in each of its
stages. We have obtained promising results that we believe will be of great help
to the authorities for detecting the exact moment in which verbal aggression
that is typical of a violent assault is happening in real time. This is a tool
to help the authorities, not a substitution; we are simply making use of the
latest technologies that are available to us. The goal of this paper is to provide
a novel method for Mexican authorities in Mexico City in order to help the
actual surveillance systems make faster decisions about whether violent assaults
are happening or not.
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1. Introduction

In Mexico, 37.8% of the population has reported being a victim of some type of assault.
According to data that was presented by INEGI (in English: National Institute of
Statistics and Geography — the official institute that is in charge of keeping records on
this and other matters), robberies or assaults on the street or in public transportation
are the items with the highest incidences (according to the most recent report that
was presented in 2019 [33], see Fig. 1).
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Figure 1. Criminal incidence INEGI 2019 graphic

This data is only a part of the huge criminal activity in the country, since only
a few victims file formal complaints with the public prosecutor’s office; the rest prefer
not to do so for personal reasons or fear of reprisals from their attackers.

In 2018, the government of the state of Mexico installed security cameras (with
microphones included) in those public transportation units that travel through the
busiest avenues of the municipality. Thanks to this initiative by [22], hundreds of
assaults on passengers have been recorded on video. This material is only available
to the C5 (Center of Command, control, computing, communication, and quality of
Mexico City) — a police security agency that is in charge of real-time monitoring of the
activities of passengers on each of these public transportation routes.

Even though the technology has been implemented and is available for instant
monitoring, it is very difficult to detect the exact moment when an incident occurs;
there are many units that have such cameras and there are not enough security
personnel to monitor the devices. As an effective security measure, panic buttons
have been installed near the drivers so that they can press them in the event of an
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assault. At that moment, an alert is sent to the control center, and they notify the
nearest patrol car to come and aid the victims inside the unit.

Due to the effectiveness of these buttons, criminals are aware of their existence
and threaten the drivers in order to prevent them from alerting the authorities. This is
a major problem, as the effectiveness has decreased over time, and some have stopped
working due to physical or electronic failures.

It is worth mentioning that the audiovisual material is not available to the general
public, as it is the property of the aforementioned C5. The material to which we
have access has been shared through social media sites such as Facebook, Twitter,
Instagram, and YouTube as well as the websites of popular newspapers in the country.
For this reason, there is not a wide variety of these videos to properly test and generate
an extensive database (or data set).

This represented an opportunity to generate a data set that contained key ele-
ments to assist in automated detection that is more effective than a panic button.

2. State of the art

There are works that have been done to help authorities and individuals detect
crimes in the shortest possible time by using artificial intelligence algorithms and
other techniques.

In the paper by Bautista-Duran et al. [3], audio is analyzed by using two
databases: one contains real audio files with violent content, and the other contains
audio that is extracted from movie clips. Each of the samples has a duration of five
seconds. In this paper, the method for analyzing data is by extracting audio features
such as entropy and energy (among others) and use those features to compare whether
the results match those features that are present n violent sound behavior.

To contribute to the databases that were built that contained violence data, [9]
presented a recompilation of videos for violence detection at the 25'" International
Conference on Pattern Recognition (ICPR) in 2020.

Another research project that was carried out by Bugueno Sdez, consisted of
detecting verbal aggression in audio files that were extracted from movie clips by
using the Carletti model and the OpenSMILE tool (a tool that was developed by the
authors specifically for this project) as well as the bag of words (BoW) and support
vector machine (SVM) techniques. Bow & SVM are algorithms that are used to
analyze word semantics; even though SVM is used in many other tasks, it has been
proven to be good at these types of scenarios (achieving a detection rate of 86%).

Studies have been carried out to detect gunshots, screams, glass breaking, etc.
[10, 11, 31, 37, 38]; however, these types of sounds are very easy to identify, as their
pitches are very high and stand out among other sound levels.

In London, tests were carried out on public transport units in order to detect
muggings. It is worth mentioning that these tests were done by installing surveillance
cameras and analyzing video footage at police headquarters.
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In Brazil, a team of researchers undertook the task of using a mobile application
to record audio of an owner’s phone in order to detect verbal violence [30]. This was
done to help women, since it is very common for partners (usually men) to beat and
abuse women in this country. According to study by Souza-Leal et al. [32], 607 sets
of journalist notes were gathered from nine Brazilian news media outlets. This study
stated that Brazil was one of the most dangerous countries for women, with the
highest violent incident levels occurring during the years of 2013 and 2014.

The work by Santos at al. [29] presents a comparative study of deep learning that
is applied for violence inside a car. The detection was based on an audio signal. The
methodology that authors used for audio signal representation was Mel-spectrogram.
They built a video data set and applied different deep-learning architectures to solve
the classification problem.

After analyzing the existing state of the art, we did not find any work that
has been done to detect verbal violence using fuzzy logic and applying dynamism to
the model (as is the case of the proposal of this article). Therefore, we have great
expectations about the functionality of the model.

It is worth mentioning that, even when visual data (video) is better for detecting
violence that uses object recognition for guns, knifes, etc., we are only analyzing
audio; this is due to the fact that audio analysis requires fewer computing resources
than video. By analyzing words, we can detect violence even if a voice tone is calm.

3. Data acquisition & context variables

To carry out this research, data is required; this data needed to show violent events.
We could have used public data sets that were made for this specific issue, but we
decided to gather videos that were posted by social media users in order to take
advantage of the violence wave that Mexico City was suffering. This led us to real
assaults and not simulated ones.

The purpose of this recompilation is to classify acts into two types: violent, and
non-violent. The detailed process of the data set will be covered in the upcoming
sections.

3.1. Data acquisition
To obtain the data, a search was performed on the YouTube platform by using the
following text strings:
e ASALTO COMBI ESTADO DE MEXICO (state of Mexico combi assault);
e ASALTO ESTADO DE MEXICO (state of Mexico assault);
e ASALTO CIUDAD DE MEXICO (Mexico City assault);
¢ ROBO TRANSPORTE PUBLICO CDMX (CDMX public transport robbery);
¢ ROBO VIOLENTO ESTADO DE MEXICO (state of Mexico violent robbery).
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After obtaining the results, the next step consisted of observing the videos and
searching for key elements such as the following:

e clarity of words and overall audio of video;

e most frequent words in robberies (examples: wallet, bag, bullet, iris, money,
phone, and cellphone);

e violent or angry (altered) tone of voice.

Once a video met the requirements, its files were stored in a folder for later
analysis.

The analysis consisted of identifying two extremely important variables (words
and emotion); additionally, another variable determined the final result (location).
The words and emotion variables were extremely important because they defined
whether the contents of an audio were violent or not; if someone was blindfolded and
heard violence, they would recognize it immediately because of the tone of the voice
(emotion) and the spoken words. There are some dash-cam videos that show two
assailants threatening a random taxi driver. They ordered him to start driving and
insulted him in a tone that seemed like they were having a quiet chat [26].

For each file, the time stamp where the event started and the time stamp where
it ended were identified. Subsequently, the total time was divided into five-second
segments based on papers that yielded very good results (we based these on the time
windows that were used by Siantikos et al. [31] and Bautista-Duran et al. [3]). Each
time segment was analyzed for the following parameters:

More significant variables

e The tone of the voice of the assailant (emotion). To categorize the level of
emotion, we relied on the NOVACO Anger Scale (NAS) [Ref]; from there, we
generated our own categories.

e The number of words mentioned in the segment that correspond to the previous
analysis of the most frequent phrases or words.

Context variables (we will explain further)

e Time of the assault.
e Geographic location of the event.

With these parameters, the data set was built to train the fuzzy model that
was developed in MATLAB using the toolkit that was included for fuzzy logic. This
model is useful because of the toolkit that is specifically provided to design fuzzy logic
models. We can have control graphically over the variables and rules, and they can
be also modified via code. Although there are other choices (i.e., R or Python), we
believe MATLAB is a good option; once the model is finished, it can be exported to
compatible files that work as input for hardware like Arduino or another item from
our list of selections.
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3.2. Context variables

The context variables are external agents that are used to dynamically determine the
amplitude of the values of the words and emotion variables (designed in the fuzzy
model).

In every city, there are areas that are more dangerous than others (as is the case
of the capital [22]). Based on this data, we determined that, when the geographic
location is an area with high levels of incidences, the amplitude of words and emo-
tion is higher. Consequently, the probabilities that the final result is a higher value
are also higher. The same happens with the time context; the riskier the time, the
higher the probabilities of obtaining high values in the final result.

There have been unofficial reports that show these external agents as factors to
us; it is due to these that we decided to design these context variables. In Mexico,
it is known that, when Christmas is approaching (during the months of October and
November, and early December), criminals are more active than they are the rest of
the year; this is due to the Christmas bonuses that working people receive during this
period.

Other months that have shown greater activity than usual are March and May
(Fig. 16). Even though we do not know in detail the reasons why these specific months
show richer data, police reports are typically more numerous during these times.

4. Model development

The fuzzy logic toolbox that is included in MATLAB is very powerful and includes
a user interface to make the configuration and construction of variables faster [34].
For each of the three variables that were defined (words, location, and emotion),
we consulted relevant official data that helped us determine the design of each one.
Likewise, we obtained reports from the Unit of Public Security to identify the location
of the routes where the events occurred. The finished model took on the structure
presented in the Figure 2.

Words

Inference

Motor
Location T > > Output

(Mamdani)

Emotion

Figure 2. MATLAB fuzzy model
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For the “words” variable, a trapezoidal structure was designed [36] that indicate
the constancy of any words that are mentioned. Since there may be one or more
words during a particular time interval, the maximum point is not unique.

The trapezoidal function is formally defined with the following equation:

0, r<a
i:g, a<x<b
flz,a,b,e,d) =< 1, b<z<ec (1)
Z:ﬁ, c<x<d
0, T >d

This equation helped us design the variable. Other membership functions that
were used include were Gaussian and triangular, which will be properly explained
with their respective mathematical expressions.

With this, we have a membership function that is designed to help decide whether
any spoken words contain a higher percentage of violence or not. The final design of
the variable is shown in the Figure 3.

Low Medium High
Coincidence Coincidence Coincidence

0.5+

L L 1 L

1 2 3 4 5 6 7

Figure 3. Design of words variable

Location is a variable that, even though it does not carry much weight in the
decisions, is very important since it is part of the context. For example, if the words
that are mentioned in a segment add up to three and the emotion has a value of
“moderately angry” (we will explain this later in detail), the model output will be
“violent”, which is an average output value (not enough to raise an alarm).

On the other hand, if we add that the “location” variable to this same result and
it has a value that approaches “very dangerous”, then the centroid value in the output
will move toward “very violent” (thus, raising alarms in police systems). Hence, the
importance of this variable.

It is important to mention that we carefully analyzed different scenarios to cover
all of the possible outputs and to not raise alarms when they are unwarranted. In
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this manner, we reduce the number of possible false positives in the equation. This
variable was designed based on the Noticieros Televisa note [15], the most important
TV News in Mexico. A transportation driver is interviewed, and he comments that
all of his fellow drivers (including him) have identified the key points where assailants
typically make stops in order to climb aboard and assault passengers.

For the design of this variable, we used a Gaussian model; this can be defined
with the Equation (2):

G(z,m,o0) = e~ (@—m)*/20” (2)

Therefore, the membership function design is presented in Figure 4.

Safe Not Safe Dangerous Extremely Dangerous

0.5r

5 10 15 20 25 30

Figure 4. Design of location variable

One of the most important variables is undoubtedly “emotion”, as it is a value
that carries a lot of weight in the design of the rules for the model. If the number
of words is considerably high (more than two) but the emotion does not denote that
there is a startle in the voice, then we can understand that the situation that we are
facing may not be an assault. Many people say such words when they are explaining
a situation to friends or playing a joke, not necessarily justifying a criminal incident.
On the contrary, if the emotion is “very angry” and the words pass up the threshold,
then it is highly likely that the audio that is analyzed by the model is part of an
assault.

To develop the design of this variable, we based our work on the study that
was carried by Rodellar-Biarge et al. [27]. In this paper, biometric features were
studied that can generate modifications on voice production (such as glottis movement
or biomechanic parameters) that can produce stress in conversations where studied
subjects defend ideas that go against their beliefs or feelings.
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A triangular membership function can be defined as follows:

0, r<a
I=a  g<x<b
Az,a,b,¢) = § 272 b<z<c

C
0, T >c

The design of the emotion variable is presented in Figure 5.

Calm Little Mad Annoyed Upset Angry Furious

Figure 5. Design of emotion variable

The output of the model is the variable (see Fig. 6) that defines to which group
an obtained value belongs (by calculating the centroid [25]).

The combination of values that is obtained in all of the variables by applying
the AND connector of the Mamdani controller shows the output value [13] that we
introduce as an input vector for the model.

This vector is formed by the values that are registered in the data set that we
built by gathering the content of the videos and extracting the data and splitting each
video into five-second windows (we call windows to a period of time).

| | None Low Violent Very Violent Extreme

0.51

f

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Figure 6. Design of output variable
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A single video file can contain several windows (as can be seen in Figure 8).
There is a column that is labeled file; this means that we are talking about the same
video file each time that you see the same file value in the data set but that a different

time period

is inside it.

@0:85 21-ago-18 [@;3;-1] a2

15 No_Enojado -1 1 PUTA 9 80:40  80:45
@0:85 21-ago-18 [1;9;-1] a2

15 No_Enojado -1 8 9 88:45 88:58
86:85 21-ago-18 [@;9;-1] 82

1 Moderadamente_Encjado 2 F CHINGARON, MADRE, PUTO,
TELEFONOS (2), CARTERAS (2) 22 8@:32 8e:37 0e:85 17-oct-18
[7;22;2] a1

1 Enojado 3 5 TELEFONOS (2), CARTERAS (2), MATAR 26
8@:37 ©80:42 080:85 17-oct-18 [5;26;3] 81

1 Enojado 3 5 TELEFONO (4), PLOMAZO 22 80:42
8@:47 80:85 17-oct-18 [5;22;3] a1

1 Enojado 3 5 TELEFONO (5) 27 80:47  @0:52
80:85 17-oct-18 [5;27;3] a1

1 Muy_Enojado 4 4 TELEFONO, VERGA, MOCHILA, PLOMAZO
19 8@:52 8e:57 80:85 17-oct-18 [4;19;4] a1

1 Poco_Enojado 1 8 19 8@:57 @l:e2
8@:85 17-oct-18 [0;19;1] 82

1 Enojado 3 4 TELEFONO (2), BOLSA, MOCHILA 22

81:82 ©81:87 80:85 17-oct-18 [4;22;3] a1

1 Enojado 3 3 MOCHILA (2), TELEFONO 27 81:87
81:12 86:85 17-oct-13 [3;27;3] 81

1 Encjado 2 1 MOCHILA 17 81:12 @81:17 ee:e5 17
-oct-18 [1;17;3] a2

1 Muy_Enojado 4 2 PUTA, MADRE 18 81:17
81:22 ©80:85 17-oct-18 [2;18;4] 81

1 Moderadamente_Enocjado 2 7 CHINGARON, MADRE, PUTO,
TELEFONOS (2), CARTERAS (2) 8 8@:32 8e:37 8e:85 17-oct-18
[7;8;2] 61

1 Enojado 3 5 TELEFONOS (2), CARTERAS (2), MATAR 9
8@:37 ©8e:42 080:85 17-oct-18 [5;9;3] 81

1 Enojado 3 5 TELEFONO (4), PLOMAZO & 86:42
8@:47 ©80:85 17-oct-18 [5;6;3] @1

1 Enojado 2 5 TELEFQNO (5) 9 80:47  80:52
80:85 17-oct-18 [5;9;3] @1

Figure 7. (Selected text) data to introduce as input in model

In Figure 7, we selected the vector that will be introduced to the model in
MATLAB to obtain an output value. In Figure 8, we can see the vector that was
introduced to the system that coincides with Rule 24 of the model (highlighting the
group “little violent” in the output). The vector that was selected from the image was
formed by taking the values of the variables and then built with a simple concatenation
formula in order to save some work and apply some automation to certain tasks.
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Figure 8. Input vector introduced to MATLAB model

In the image above, we can observe that the configuration of the rules and the
input vector gives an output that uses the Mamdani method for fuzzy models. This
method uses an AND connector between rules:

e example of simple rule:

IF:
Words =4 AND Location = “Extremely Dangerous” AND Emotion = “Angry”

THEN:
Output = “Very Violent”

e another example:

IF:
Words = 1 AND Location = “Safe” AND Emotion = “Calm”

THEN:
Output = “None”

In Figure 9, we can see those results (output values) that show the combining
rules of the Mamdani controller that are enclosed in the red rectangle (the resulting
value is called Centroid).
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Figure 9. Centroid value

4.1. Making model dynamic

Once the input and output variables have been designed, the main contribution of
this work is to add dynamic behavior to each of the stages of the model (i.e., dynamic
inputs, an inference engine, and output).

Based on the data that was obtained from work by Naik et al. [17], we had
an idea of how to make dynamic rules for the model. Naik et al. proposed a fuzzy
rule interpolation (FRI) technique that consisted of modifying a snort.config file to
interpolate some rules and make them dynamic. This is a good solution for systems
that do not require real-time tasks.

We cannot use this proposal because of the fact that we need some configurations
to be adjusted without having to stop the compiling of the system. Due to this fact, we
had to implement our own solution in order to achieve the automation of the device.

In another work, we proposed a dynamic fuzzy system that changed the form
of the variables (i.e., trapezoidal to triangular) depending on the requirements of the
model:

The presented approach consists of a fuzzy system where the membership func-
tions can have dynamic transformations (according to the contextual variables that
influence them) to have a model that adjusts in real time. The membership func-
tions dynamism is achieved because the form in the sets can be transformed [19].
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The first stage of the system is made up of the input variables; this is the part
where the data that will be processed in order to obtain an output value are intro-
duced. The system consists of three input variables: words, emotion, and location
within the route.

Words variable

To determine the design of the variables, we compared multiple works [4, 6, 7, 21,
23, 35] and analyzed 38 videos in order to extract those words that are most frequently
used by assailants the time of an assault. After counting, we found that there are
about seven words that are frequently used and present in most cases.

Due to this, the words variable has a range of [1-7]; the groups that belonged to
this variable were taken based on the number of words that were mentioned in each
five-second segment for each video. That is to say, each video was divided into five-
second fragments; therefore, if an assault has a duration of 3 minutes, 36 segments or
time windows can be extracted.

Location variable

Each public transportation route travels a certain distance in kilometers. During each
route, each unit passes through different areas (with some being more dangerous than
others).

According to reports that were presented by the public safety office [18], a map
was drawn up that showed the most dangerous areas through which each route can
pass. This data was collected by running surveys and interviews among passengers
and unit drivers.

In Mexico, criminals are intelligent enough to develop strategies in order to stay
ahead the movements of the police. They have a community as well as contacts inside
the authorities that let them know where patrols are located and where not to perform
a robbery.

Also, they have WhatsApp groups where their friends publish information on
when passengers could carry more money than normal due pay days or when a pas-
senger just leaves a bank with loads of money (yes, they have contacts inside banks
as well). All of these scenarios are a small part of what is called organized crime in
Mexico; it is the smallest link.

The more insecure areas of Mexico City are detailed in the image below (Fig. 10).

With this in mind, we decided to assign levels to the variable that forms the
groups of belonging (safe, not very safe, dangerous, and very dangerous) and a range
of [0-30] given that, on average, the route of each unit is around 30 km in length. It
is worth mentioning that the values in terms of ranges can be modified depending on
the needs of each scenario or situation [8, 14, 24].
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This are the zones with higher and lower felony incidences
for each 100 thousand citizens, from january to march, 2017

B higher incidence B lower incidence

Cuauhtémoc

’ustiano Carranza

Magdalefa
Contreras

Milpa Alta

Figure 10. Map of dangerous zones in Mexico City [18]

Emotion variable

The design of this variable is based on the NOVACO Anger Scale (NAS) [2], which is
a scale that arose from a psychological study that was conducted in 1998 on criminals
in a prison in which levels of anger were determined and categorized on a scale in [16].

We decided to add one more level to the scale since the analysis must take time
windows in which there is no presence of any emotion into account.

To make the inputs dynamic, we designed variables that will change their ampli-
tudes depending on the context variables. Recall that these variables are the month
of the year and the geographic location.
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To achieve this, we decided to assign a “status” to the combination of con-
text variables (that is, as a guide table to determine the change in the amplitude of
a variable, see Tab. 1).

Table 1

Guide for amplitude control on each variable
Month. Location Status Amplitude
Range 1. Low Danger Low 0.3
Range 2. Low Danger Low 0.3
Range 3. Low Danger Medium 0.6
Range 1. | Medium Danger | Medium 0.6
Range 2. | Medium Danger | Medium 0.6
Range 3. | Medium Danger | Medium 0.6
Range 1. High Danger Medium 0.6
Range 2. High Danger High 1

The amplitude refers to the maximum value that the variable takes on the x-axis
(see Fig. 11). For example, if the amplitude takes on a value of 1.3, this means that
this is the minimum value to which the vector should be set.

14+ 1
Low Medium High
Coincidence Coincidence Coincidence
0.6+ —
0.5+
0.3+
O 1 1 1 1 1 1

Figure 11. Sample of amplitude variation

By simply modifying the amplitude value, the system is automatically trans-
formed into a dynamic model, as the system will change its input values depending
on the context conditions and the result will different for each variation.

To achieve this result, we modified the MATLAB algorithm that handles the
behavior of the input variables. By means of the input vector, we made a modifi-
cation using a custom membership function for each of the shapes of the functions
(trapezoidal, triangular, sigmoid, and Gaussian). What we did was to multiply the
function by the last parameter that was entered into the vector. As an example, we
have that an input vector for a trapezoidal function consists of four parameters (as is
shown in Figure 12).
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i DOWN
paint point
START FINAL
point point

Figure 12. Points for trapezoid function composition

From the resulting vector from one of the functions, we can observe the following;:
[1 1.5 2.5 3] (whose description can be found in the Figure 13).

START DOWN
point point

|
[@@? @(?]

MAX FINAL
point point

Figure 13. Trapezoid vector configuration

To make a more complete contribution, however, we went further and decided to
apply this same dynamism in the inference core (that is, in the rules that control the
result in the output variable). In order to control the dynamic form that is required
in the rules, we cannot apply the same scheme of the input variables since there is no
amplitude value in the rules.

Inference core (rules)

Rules are an important part of the model’s inference core, as they determine the
output value of the model. The non-dynamic rules can be very predictable since their
very operation denotes in which group an output value will be. However, we can
play with this value and add more or fewer values that belong to a certain group by
dynamically modifying the weight of that rule (that is, each rule has a weight value
that is set to 1 by default). This value is modifiable, and it ranges from 0.1 to 1
(which means that we have nine possible modifications for a single rule).

In our model, we decided to rely on the context variables to modify this value
in the weight of each rule. This means that, depending on the resulting value of
the context, we can modify the weights of certain rules in order to obtain a variable
output value and, therefore, a dynamic behavior in the inference engine by means of
its rules.
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Output

The output of the model is the value that will indicate the probability of belonging
to an output group. In this case, the value will indicate how likely it will be that
a certain audio contains violence. For example, suppose the output value is 0.78; this
indicates that it is a 78% probability that an assault with violence is occurring.

In this variable, the dynamism happens by modifying the number of groups
according to the geographic location. In Figure 14, we can observe that there are
three groups; this means that the location is less dangerous as compared to a variable
with the groups of five (that is, some areas are more dangerous than others in a city).
Therefore, the output variable will contain five groups instead of three when a user is
in a more dangerous area (cf. Fig. 15).
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Figure 14. Graph for output value
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Figure 15. Output variable (groups of three and five)
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Context variables

Context variables are external elements that determine the dynamic behavior of the
input variables, rules, and output variables [1, 12, 20]. As an example, we have the
example mentioned above. The number of output groups depends directly on the area
or geographical location; in this way, we obtain a dynamism in the output variable.

As is the case of the output, there are factors that determine the dynamic be-
havior of the input variables and rules. These factors are represented in Table 1; they
dictate the dynamic behavior of each of the phases of the fuzzy model.

These context variables were designed by us based on reports and statistics that
were published by official security agencies of the city and state of Mexico. Likewise,
the public security secretariat represented crime incidences by month and year by
means of a graph; from this, we obtained the data that represents the MONTH
context variable. The graph is as follows (cf. Fig. 16).
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Figure 16. Accumulated criminal incidence reported by Public Safety Office

Let us note that, during the months of March, May, and October of the previous
years, there was a peak in the graph; this indicates that these were the months in
which there was the more activity on the parts of assailants. This study is of vital
importance, since it is real data that was obtained from citizen complaints that were
filed at the police and public prosecutor’s offices; this is data that does not need
validation, since the same governmental body officially validates it.
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5. Experiments & results

Training

For the experimentation stage, the resulting data set was divided into two parts:
70 percent for the model training, and the remaining 30 percent for the testing stage.
The data set had a total of 548 records, of which 383 records were randomly taken
for the training stage and the remaining 165 records for the testing stage.

In the training phase, each of the resulting vectors was input to the model that
was developed in MATLAB. If the output value matched the correct class in the data
set, the record was marked as “trained”; if the resulting value was not categorized
within any group in the output, then the rule was created and the model was adjusted
so that the classification result matched the value that was obtained in the data set.

During this stage, many adjustments had to be made to the model’s rules, as
there were some parameters that did not correctly fit into any of the classification
groups. However, the results were classified into the corresponding groups after the
model was adjusted and all of the parameters were set right.

Tests

Once the training phase was completed, it was time to test the model and see if it
was really trained to classify the data within the expected group. To perform these
tests, we used the remaining 30 percent of the data, taking the resulting vector of each
within the data set and introducing it as an input vector. The result was recorded
for later analyzing all of the data and obtaining the effectiveness of the model once
the process was completed.

These tests were performed with each of the different amplitudes and output
groups that were mentioned above. We recorded the output value of the model in
a table to later build a confusion matrix. We obtained six different configurations:
amplitudes 0.3, 0.6, and 1 in combination with the three- and five-output groups.

The output value of each vector was concentrated in a table, categorizing it
into three different groups depending on the result: correct, false positive, and false
negative. Once the registration was finished, we applied the confusion matrix to
obtain the percentage of the effectiveness of each configuration.

5.1. Results

Although we did not know whether the results would be promising at the beginning,
we obtained an acceptable percentage of effectiveness (considering that no similar
model had been done and we had to devise the variables based on the behavior
of the criminals that were observed in the videos). After performing the tests and
concentrating the results, we obtained the results presented in Table 2.

If we look at Table 2, we can see that the most effective results were the config-
urations for the three-group output with the medium amplitude; for the five-group
output, the most effective was the low amplitude.
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Table 2
Results of model

Groups Amplitude | Accuracy [%)]
0.3 86.21
Groups of three 0.6 90.73
1 85.42
0.3 94.23
Groups of five 0.6 93.13
1 85.42

It should be mentioned that the results will vary in each scenario; that is, if the
implementation of the system is in a controlled scenario, the results will probably be
better in each configuration. Similarly, if the scenario is less noisy, the voices have
better quality, and both words and emotion are clearly identified, the results will be
exceptional.

These are the corresponding results according to the groups of three with all of
the amplitude tests. For the Tables 3-5, FN = False Negative and FP = False Positive
(added accuracy column in Tables 3-5).

Table 3
Results for groups of three — amplitude = 0.3

POS | NEG | ACC
POS | 85 | 15 (FN)
NEG | 5 (FP) 60

86.21%

Table 4
Results for groups of three — amplitude = 0.6

POS | NEG | ACC
POS | 85 | 14 (FN)
NEG | 0 (FP) 66

90.73%

Table 5
Results for groups of three — amplitude = 1

POS | NEG | ACC
POS 74 | 15 (FN)
NEG | 6 (FP) 70

85.42%

And now, these are the accuracy tables (Tabs. 6-8) for the tests on the groups
of three with all of the amplitude tests.
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Table 6
Accuracy results for Table 3
CORRECT 145
FALSE 20

ACCURACY | 86.21%

Table 7
Accuracy results for Table 4
CORRECT 151
FALSE 14

ACCURACY | 90.73%

Table 8
Accuracy results for Table 5

CORRECT 144
FALSE 21
ACCURACY | 85.42%

These are the corresponding results according to the groups of five with all of the
amplitude tests (for the Tables 9— 11, FN = False Negative and FP = False Positive).

Table 9
Results for groups of five — amplitude = 0.3

POS | NEG | ACC
POS 85 | 4 (FN)
NEG | 5 (FP) 71

94.23%

Table 10
Results for groups of five — amplitude = 0.6

POS | NEG | ACC
POS | 87 | 4 (FN)
NEG | 7 (FP) | 73

93.13%

Table 11
Results for groups of five — amplitude = 1

POS | NEG | ACC
POS 74 | 16 (FN)
NEG | 5 (FP) 70

85.42%

And now, we present the accuracy results (Tabs. 12-14) for the amplitude varia-
tion on three groups; these are the accuracy tables for the tests on the groups of five
with all of the amplitude tests.
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Table 12
Accuracy results for Table 9
CORRECT 156
FALSE 9

ACCURACY | 94.23%

Table 13
Accuracy results for Table 10
CORRECT 160
FALSE 11

ACCURACY | 93.13%

Table 14
Accuracy results for Table 11

CORRECT 144
FALSE 21
ACCURACY | 85.42%

6. Discussion and future work

Throughout this work, we have faced a great challenge since there are very few works
in which a fuzzy system that is dynamic has been used that additionally takes context
into account in order to adjust the values according to a user’s needs. Although there
are already contributions in this respect, none of them are completely dynamic (as is
the objective of our work).

This research is part of a project that we are currently developing. We are in
the first of three parts, since our intention is to offer a model that can be connected
to various devices — especially security cameras that are located in public transport
units in the cities with the highest incidences of crime in the country. We intend that
this device will be developed in Arduino to carry out the first tests in a real way and,
later, develop a device with our own design; first, the project must be completely
finished.

The final project will have three stages (see Fig. 17):

e Dynamic Fuzzy Model (currently, the purpose of this paper);

e Natural Language Processing (we intend to use Al to analyze words that are
transcribed to text and detect violent speech);

e Sentiment Analysis (with the use of AI, we will try to analyze sound in order
to detect negative emotions such as anger or fury).
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@Natural Languaje Processing}{@ Sentiment Analysis j
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for common patterns in violence events. do this kind of work.
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our results lay.

(Cocktail Party)

Figure 17. General project on which we are working

With our contribution, we intend to help public security agencies and, thus,
reduce the crime rate in the country so that people and families can enjoy safer lives
and cease being victims of crimes and assaults. INEGI has released a document that
shows statistics about the perception of insecurity in each of the states of the republic.

This report shows (in percentages) how safe people feel in their homes, streets,
public transportation, workplaces, and the neighborhoods in which they live. This
work arises as a necessity to combat the violence that is experienced in almost all of
the Mexican territory and that is a problem that many people and public organizations
have wanted to solve but no one has succeeded thus far.

With our contribution, we do not intend to solve the problem since, for this,
we need the collaboration of many organizations and security elements. Our main
interest is to provide a tool that helps security systems detect these types of situations
and alert the authorities automatically so that they can evaluate the situations and
determine what actions to take.

7. Conclusions

This work is a great contribution because we have obtained very good results (even
though it has not been implemented one hundred percent). According to the model
that we have designed and the real data that we have been able to collect thanks to
the publications that have been made through social networks and reliable platforms
such as YouTube, good results are possible.

As mentioned earlier, this work is part of a three-stage project. Relative to the
current project, we know that we can obtain great results in its implementation. The
dynamic model that we propose is a novel model since it implements the dynamic
part in each of its parts; with this, we obtain a versatile model that adapts to the
variable changes of the needs of a scenario.
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Given the good results that we obtained and the model variables that were de-
signed according to real assault data, we can say that the model is reliable and will
give accurate results when the project is completed. The dynamism of the model
is a contribution to science that, to our knowledge, has not been made as of yet.
However, the remaining stages still need to be developed for the contribution to be
complete.
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